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Chapter

About Seqrite Unified Threat Management (UTM)
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solutions such as firewallptrusion preventions systems, antirus etc.SeqriteUnified Threat
Management (UTMalso known as Sgite UTMis an integrated network security product that
provides network administrators withll the security solutionsn one devicethus reducing the

complexity.

Seqrite UTMhelps administratos with single point of administration, monitoring and loggi
Seqrite UTMhus saves on the time and cost required to deploy and monitor multiple security

solutions.

Seqrite UTM Features

SeqriteUTM is a UTM solution that combines various segusolutions into a single security

appliance SeqriteUTMprovides the following protection features:

Protection Feature

Description of area of operation

Antivirus

Prevents, detects, and removes malware, includig not limited to
computer viruses, computer worm, Trojan horses, spyware and ady
It attempts to repair an infected file or delete any virus infected file.

Anti-Spam

This is an additional paid featurdutomatically scans all the contel
and eliminaes spam and phishingails thereby protecting your systen
against any phishing and spam attack.

Firewall

Permits or denies networktraffic based upon certain rules used |
protect networks from unauthorized access while permittingitietate
communicaions to pass.

Web/URL Filter

Filters web sites as a premptive security measure to protect th
network and prevent viewing inappropriate web sites or content.

Intrusion
Prevention System

Detects and prevents intrusioto protect your network. Prtects your

i KNS I
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Protection Feature | Description of area of operation

(IPS) system from hackerwho can sneak into the system.

Additionally, Seqrite UTM provides the following features that facilitate a secure working
environment:

Features Description
Gateway Mall Stans inbound and outbound email messages and email attachment
Protection built spam filter runs a series of tests on inbound email mess&Eyite

UTMsupports POP3, IMAP, and SMTP protocols.

Virtual Private Provides remote offices or roaming ars with secure communicatio
Network (VPN) | access to their organization's network over a publicly accessible net

(Internet).
Bandwidth Optimizes bandwidth usage by allowing allocation of bandwidth.
Management allocation can be done on the basis of usage amgrgips, thus savini

bandwidth cost of the company.

Dynamic Host Seqrite UTMacts as a DHCP server to allocate IP addresses to host !
Configuration configuration time othe IT administrator.
Protocol (DHCP)

Load Balancing | Allows multiple ISPs to hesed bySeqrite UTMThis feature allows traffi
to be balanced across multiple ISP lines based on weightage and pric

IP Port Allows remote computers to connect to a specific computer or ser
Forwarding within a LAN.

Content Filtering | Allows youto filter web sites and allows you to create a whitelist of L
and domains that your network can access. You can similarly cre
Black list ofVeb sites, URLS, and domains and stop access to them.

Logs and Reportg Provides comprehensive logging areporting with a useffriendly web
based configuration.

Automatic Link | Automatically diverts the data traffic from inactive ISP to active ISP

Failover in case any of the ISP lines fail to perform.
Policy Based Provides facility to make routg decisions based on administrat
Routing specified criteria. If network traffic passing through is satisfying

provided criteria, traffic will be forwarded through a target netwc

2
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Features Description
interface link or target gateway.
Application Usng this feature, you can control access to applications by configl

Classification and
Control

rules as required to allow or block access to applications.




Chapter

Registration Wizard

Seqrite UTMappliance requireslicense registration and networkconfiguration prior to
operation. On successful login through welterface ofSeqrite UTMthe Registrationwizard is
displayed. This wizard helps you to configure network interfaces, DNS, set appliance date and
time, set appliance password, and complete the registration process.

Use theOption buttorson theupperright side of the wizard

T
T

=

Help:Viewhelp files which guides you to use tBeqrite UTM

System InformationTo generate the system information that may be requested by
support team.(A password protected PDF file sysight is generated)

Diagnostis: Helps youwcollect debugging information of the different modulesSeqrite
UTM

Shut Down: Lets you power down the appliance.

Restart:Allows you to restart theppliance

Logout:Helpsyou to log out of theappliance

The seps listedbelow will help you in setting uphe network configuration and registering
Seqrite UTM

License Agreement

The License Agreement screen is the first screen that appear when you loGaqtiee UTM
for the first time.




Registration Wizard

Seqrite

O . . .
() 4 1. i
'6%? unified Threat Management (UTM) Registration Wizard D & admin

License Agreement ]
License Agreement
Interface
DNS Seqrite Unified Threat Management (UTM) End-User License Agreement
Please read this Seqrite UTM {Unified Threat Management or UTM) End-User License Agreement (hereinafter referred to as the
Password Change *Agreement”) carefully before using or trying to attempt to use this Seqrite Unified Threat Mansgemant (LTMj (hereinafter refamred
to as " Seqrite UTM™).
Date & Time BY USING Seqrite UTM OR BY SELECTING THE "I AGREE” OFTION DR ATTEMPTING TO/CONSENTING TO INSTALL Seqrite UTM IN

ANY WAY, (SUCH ACTION WILLL COMSTITUTE A SYMBOL OF YOUR CONSENT AND SIGNATURE), YOU ACKNOWLEDGE AND ADMIT
THAT YOU HAVE READ, UNDERSTOOD AND AGREED TD ALL THE TERMS AND COMDITIOMNS OF THIS AGREEMENT. THIS
AGREEMENT OMCE ACCEFTED BY “YOU™ [ AS AN INDIVIDUAL (&SSUMING YOU ARE ABOVE 18 YEARS AND/OR HAVING LEGAL
CAPACITY TO ENTER INTD AN AGREEMENT }, OR THE COMPANY OR ANY LEGAL EMTITY THAT WILL BE USING Seqrite UTM
(HERE/NAFTER REFERRED TO AS "YOU' OR "YOUR' FOR THE SAKE OF BREVITY]] SHALL BE & L EGALLY ENFORCEABLE AGREEMENT
BETWEEN YOU AND OUICK HEAL TECHNOLOGIES LIMITED, PUNE. INDIA (HEREINAFTER REFERRED TO AS * Segrite”) AMD YOU
SHALL HAVE THE RIGHTS AS AMENDED BY Seqrite FROM TIME TO TIME. IF YOU DO NOT AGREE TO ALL THE TERMS AND

B 1Agree

Clickl Agreeto agee to the User License agreement.

ClickNextto continue. The User License Agreement appears.

Read the License Agreement carefully and select thgreecheck box to accept the terms
and conditions and then clidkext. The Interface screen is displayed.

Configuring the Interfaces

On the Interface screen of the Registration Wizard, the list of interfaces presdisplayed.
You can either edit a listed interface or add a new one.
Note: The Interfaces with internet connectivity are indicated in greeloico




Registration Wizard

ST Seqrite S - :
[,:E Unified Threat Manage (UTM) Registration Wizard @ & admin

| Interface
DNS Hame Zone  Staus P Address ‘Oateway 1P Assignment  Link Status Monitoring
B Change O et LA ¥ 1opo001 Static @
Date & Time oo =
O ethz @
o e ()
[ tha @
aw ™
= -

Mext

[

1. dick the name of the interface such as ethO for LAN, ethl for WaNdit the interface
settings

2. Enter thelnterface Nameand select theZoneand IP AssignmentFor LAN interface, the IP
Assignment will be only Static while for WAN it can be @frthe three that isStatic, Dialup,
or DHCP.

3. ClickApplyto save the changes.

4. You can also Add Interfaces, Alias, VLAN, Bridge and Link Aggregation. Click on Add to add a
new interface. (For more details on Add aninterface seelnterfacesection.)

5. ClickNextto go to the next step that is DNS configuration.

Configuring the DNS

This step allows you to override the default Domain Name Sesettings. You can enter the
DNS provided by the ISP, or the DNS that you wantst After selecting the DNS that you
want to use, pu can also change the DNS priobtyusing the arrow buttonswvhich allows you
to try another DNS server if the current server is down.




Registration Wizard

Seqrite

4T3 S .
r.:,- ? Unified Threat Management (UTM) Registration Wizard @ & admin

License Agreement

DNS Servers

Interface

DNS DMS Server List

[[] DNSName
Password Change

[ 192168021
Date & Time

[] ssss

1. Clickthe + Add) icon to add a DNS server

2. EnterDNS NamelP aldressin the corresponding fieldand clickSave The DNS is added in
the list.

3. ClickNext.

Note: The DNS list cannot be blank. There should be at least one DNS entry. There will be a
default entry present i.e., 8.8.8.8.

Changing the Password

You mustchange thedefault appliance passwordor web and CLI interfaceThe default
password for both web console and CLI access is admin@123. On dlekidgxt button in
the DNS configuration scregetine Password Change screen is displayed.




Registration Wizard

*ou  Segrite o ) )
'I?-r Unified Threat Management (UTM) Registration Wizard @ & admin

Password Change
change web password Meset CLI passwornd
Pazeword Cl'unge ‘Old Pascword” Old Password”
LTEE [TEIE]
Date & Time
Hew Password” Wew Pasoword”
CEESES LTEIES
‘Confrm Pascword” Canfirm
LTEE [TEIE]
=l - Bl =

1. Enter the old(default) password for accessing Weatiterface, enter new password, confirm
password and clicBubmit The new password is saved.

2. Enter the old(default)password for accessir@LI interface, enter new password, confirm
password and clicBubmit The new passord is saved.

3. Next time you log in to the Web or CLI interfaceSefjrite UTMise the new password.

Changing the date and time

After changing the passworgtou need toconfigure the date and time @ the Seqrite UTMOnN
clickingNext on the Password Chge screen, the Date and Time screen is displayed. The Date
and Timescreendisplays thecurrent date and time of the appliance and allows you to
configure the Date and Time as per different geographical regions. You can also synchronize the
Date and timgrom an NTP server.




Registration Wizard

Seqrite

oy i i i i
) ) O & ad
"2' Unified Threat Management (UTM) LAt DL LT 4 el

Date & Time

Set Date & Time:

Date Time
T-aT-12 1EEEDT

Comfigure
Date & Time & Mamual (") synchranise with MTP Server

Datem Times
aT-ar-12 186607

Set time zone

Brioct tme Tome

Asia/Kollata -

1. You canet Date & Timeusing one of the following two ways:
I.  Manual: Selecthis option to set thedate and time using thdate and time pickers or
II.  Synchronize with NTP serveSelectthis option to synchronize the apmhce time
automatically with apredefined NTP servers (asia.pool.ntp.org & in.pool.ntp.org) or add
a new NTP server.

ClickSync Nowto sync appliance clock with the listed NTP servers. The time will be
synchronized with the NTP server having least time difference.
2. Sdect theTime Zoneaccording to the geographical region in which the appliance is
deployed.
3. Select the time format, date format, and the first working day of the week.
ClickSaveto save the changes.
5. ClickNext

E

Online Registration

You need a workingnternet connection for the registration proces®vhile registering the
appliance you need to provide the Product key of your appliance. On clidiexipn the Date
and Time setting screen, the Product Key screen is displayed.




Registration Wizard

'o: Seqrite
®ar Unified Threat Management (UTM)

License Agreement

Registration Wizard @ & admin

Password Change

Date & Time

1. Enter a valid Produdey and clicNext The product key is given to you on purchase of the
Seqrite UTMappliance If you have not got the product key, contact your Segrite sales
representative.

In case of new appliance registratidhe RegistratiorDetails screen is dispjed.

’0: Seqrite
®r Unified Threat Management (UTM)
License Agreement

Registration Wizard @ & admin

Registration Details

Interface

DNS Please provied Registration information

Company Mames

0/E0

Date & Time

Company email= Confirm Company Email=
Registration o/ED o/ 50
Registration Details Fhone Numbere
- o710
Confirm Details
Administrator Email=
Finish
o/s10
b
Ebuats=
b
City=
-
Purchased From«

as10

2. Enter the required details andick Next.

Note: Fields marked with red asterisk are mandatory.
3. On clickingNext, the Confirm Detailscseenis displayed.
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Registration Wizard

Seqrite

o - . 2 -
L . stra Z &, admi
"4' Unified Threat Management (UTM) R =S @ & admin

License Agreement

Confirm Details

Interface

The provided product key is already registered with following details,
Produat Key
DEIGEFIWCT FETI004TE20

License walid il
10 May 2013

To proceed with registeation chok Mext

If youupgradeSeqrite UTMo the latest version om caseyour organization faces cetin
specific issues yomeedto performreactivation of the appliance. In case of reactivation the
following screen is displayed, after entering the Product Key.

#Tm  Seqrite . . .
N >t . stra
..hr Unified Threat Management (UTM) 2 I L B
License Agreement

Confirm Details

Interface

Please provied Registration information
Company Names

OFTABAZ06 SEFEERTE

Company Names Conifrm Company Emai
CQuick Heal info@quickheal com

Adminisirator Emails Fhome Huamber
_ ick

India

Pune:

4. Confirm the details and clidkext.

5. In case of a hardware replacement you need to provideReturn Material Authorization
(RMA) code during registration. You receive the RMA code with the replaced hardware. In this
case the following screen is displayed.
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Registration Wizard

Seqrite

oy A - .
L) o =
"% Unified Threat Management (UTM) 2 BT

License Agreement

Confirm Details

The provided produat key is already registened with following details,
mﬂq
ORIEFIWC] FETIORATEI0

Company Mame
Date & Time: Cuick 1 el
Licens valid till
13 July 201
Reg'slratlun Details To activate thes please enter the Netum Matenial Authonizateon (Rak) Code which you have reoeived with the replaced hardware.
[RAM codes
Confirm Details This is registered

Finish To proceed with registration click bext.

6. Enter theRMA codeand clickNext. On successfukgistration,the License/alidityscree is
displayed.

'0: Seqrite
@4’ Unified Threat Management (UTM)

Registration Wizard

License Agreement

Confirm Details

Registration completed successfully.
Linense waild il
10 May 2015

Date & Time

Registration Details

7. ClickFinish to finish the registration process of the appliance. On clickingsh you will be
logged outEnsure that you usthe new passwordor any subsequent login attempts

For more details on how to use the features and othelevant information, refer to the
Help section ofSeqrite UTM For additional technical support, consult ttf&eqrite UTM
technical support center.

Offline registration

If an Internet connection is not available, you can register Brarite UTMapplianceoffline
also. You will need the product key tperformoffline registration:
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Registration Wizard

SN Seqiite Registration Wizard
- ":r Unified Threat Management (UTM) 9

@ &admin

Offline Registration

Click on the following link to fill offline registration form.
http://www.segrite.com/offline_registration

You will need the following information to complete the form

Installation Number: Device Number:
C2FB96F92D1847C1ACOEC53B5E2E3007 VB2B0800270BA2590000
After filling the form, you will receive a license key file. If you have received the license key file, click Browse to specify file
location.

Offline Registration
Please select filetoUpload.*

Finish

1. ClickRegistration. If Internet connection is not available, clislextto register offline.
The Offline registration screen is displayed.

The link for Offline registratiorsidisplayed. If an Internet connection is not available, you
can copy and save the link for use later.

2. Copythe InstallationNumber that is generated on thearlierscreen

3. On a computer that has an Internet connection, click the link
http://www.seqrite.com/offline reqistration

4. Click the link for th&segrite UTMTheoffline Registration form is displayed.
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http://www.seqrite.com/offline_registration

Registration Wizard

& C | ® www.segrite.com/offline-utm-registration

SEGQITE Endpoint Security Gateway Security Server Security Seqrite Services Resources  Support  Blog

Offline UTM Registration

Step 1:

Product Type * Select product type

Submit

Click on submit to proceed to Step 2

5. Enter the product key hte Installation number and device number generated in the
eallier step, select your product type, and clfslkbmit The license kefile is
downloaded on your computer

6. Copy the license key on yoappliancetomputer and cliclBBrowseto select and upload
the license key file.

7. ClickNext. The license key file willdbauthenticated and your appliance will be
successfully registered

8. ClickFinish
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Chapter

AccessingSeqrite UTM

Seqrite realizs the varying network setup in differemrganizatios and has provided
installation recommendation for three prominent network setup®r more details on network
setupandregistrationof Seqrite UTMyou can refer theSeqriteUTMGetting Started Guide.

Logging on to Seqrite UTM
You can use the following two ways to accgssjrite UTN
1 Accessingeqrite UTMhrough Web

I Accessin@eqgrite UTMhrough CLI

AccessingSeqrite UTM through Web

1. Launch the web browser and enter the IP address of Slegrite UTM appliancen the
address bar. The login pagedisplayed

(€ ) ® f 101010416655/ indes him/#/dashboard % @ ||Q Search B 3 # & =

Administrator Login

Usemame®

Enter yourUsername and Passwordin the designated text boxes.
ClickLogin the Home pagés displayéd.
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Accessing Seqrite UTM through Command Line Interface
(CLD)

Apart from using the web interface to log to SeqriteUTM you ca logon to Seqrite UTM
using theCommand Line Interface (CluBing a terminal emulator or client such asTHu The
CLI console provides a collection of toiblat helpsto administer, monitoyand control certain
Sqrite UTMcomponents.

You can accesSeqriteUTMCLI console in the following two ways using beow mentioned
default credentials:

Username: admin
Password: admin@123

9 Direct connection You carconnecta keybard and monitor directly tdSeqriteUTM using
VGAor aconsole cable,e.the com port.

When you connectd Seqgrite UTMusing VGA, the boot device should be SATA:3MC8sin
SDCFH03G

When you connecto Seqrie UTMusinga console cable, make the following settings in
PuTTyto access CLI.

0 Set the speed baud rate as 19200bte: Baud Rate can bget at115200 for some

machines.
Category: I
=8 Sgssion Options controlling local serial lines
~ Logging Select a serial line
[=)- Temminal
- Keyboard Serial line to connect to com
. Bell ) o
. Features Corfigure the serial line
= Window Speed (baud) 15200
~ Aepearance Data bits 8
- Behaviour
- Translation Stop bits 1
- Selection Pari
o arty
[=)- Connection Flow control ¥ON/XOFE -
. Data
- Proxy
- Telnet
. Rlogin
- 55H
- Serial
About [ Open ] [ Cancel ]

e = e e
0 Select the Connection type as Serial, as shown below:
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Category: |
- Session Basic options for your PUTTY session
- Terminal ; =%
Specify the destination you want to connect to
- Keyboard L
- Bel Serial line Speed
Features Com [15200]
indow Connection type:
- Appearance Raw Telnet Rlogin S5H @ Seral
. Behavi
° awo.ur Load, save or delete a stored session
- Translation
- Selection Saved Sessions
; Colours
=I- Connection Defautt Settiny
as
ot [ Load |
- Prosy | Save |
- Telnet
Rlogin | Delete |
+- 55H
Senal
Close window on exit:
Always Newver @ Only on clean exit
| About | [ Open ] | Cancel |

1 Remote connectionYou camemotely connect td&SeqriteUTMin the following ways:

o Accessing CLI console via remote login utilitpuch as Telnet
Telnet XXX.XXX.XXX. XXX Where XXX.XXX.XXX.XXX is the |P add&=grig UTM

Note: Telnets disabled by default.
0 You can access Seqrite UTMUI console using SSH client.
Note: SSHv1 and SSHv2 both are supported.

1 On successful login, the following Main Menu screen will be shown:

To access any of the menu items, type the number corresportditize menu item against
Enter Menu Numberprompt and pressEnter. Every submenu has Rreviousand Exit
option. UsePrevious to go one level up andeXit to exit from CLI console

Before registration you can access only the following menus through CLI

1. Configure andManage Seqrite UTM Helps you to reset web Super Administrator
password, configure interfaces & DNS, reboot and shut down Sfegrite UTM
appliance.

2. Manage ServicesLets you manage the various serviedsor more information, see
Command Lie Interface(CL)).

3. Troubleshooting Helps you to Ping & Traceroute daRd run diagnostic tests on the
Seqrite UTM
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Navigating through Seqrite UTM (Web console)

Navigating through th&eqrite UTMveb console is easy and intuitive. The console is divided
into three main user areas, one on the upper right section for console related administrative
functions (highlighted in red boxthe left pane (highlighted in blue box) that has expanding
nodes for functional options, and the dashboard or main action area (denoted in yellow) which
displays the current selected activity and related screens.

_ 'o:‘ Seqrit2
—  '®ar Unified Threat Management (UTM)
£ Dashboard -
& -l 4 A 0 System Status (@
B Definitions >
Virus Datected Intrusions Dtectad
@ Policy >
61% - 5% 77%
£ Network . : :
Disk Usage CPU Usage Memory Usage
o T
@ Firewal > 0 ) ) o
etho et etz eths etha Date: 2017-10-05 18:10:34 1ST
2 ven > Polioy Breaches Uptime: 7 Days 02:30:46 Load Average: 1.01,1.09,1.08
N eths
9 security >
@ UserManagement > Service Status
& system Data & Content Protection Mail Protection Intemnet & Network
@
Antivirus @ o Antivirus O o Internet Access @ o
B Logs&Reports > Content Filtering @ o Antispam @  Down Intrusion Prevention @ on
P Application Control @ on Attachment Control Q o VPN Q or
(@ Support
Keyword Blocking O o Policy Based Routing O o
Offline Mode Q o
Internet Usax @ C
ae Device Information
&.000 Product Key DN151F20458288091173
=
% 4000 Model: T2560
:5 2,000 Product Version: 20047 L
@ . Expiry Date: 2018-08-04 00:00:00 IST
00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 Antivirus signature update  2017-10-05 12:52:06 IST
Time IPS/INS sianature undate 2017-06-09 16-07-40 IST b

The upper righsection(highlighted inred) is always available from any of the pages aad
the followingoptions

Tab Function

Help Help ¢ Provides a set of help files which gusd®u touseSeqrite UTM
Diagnostics; Tohelp you with diagnosing the issues with Seqrite UTM

Contact Us¢ For accessing the available support optiaios contact
Seqrite

Notifications | Displays the notifications related to license expiry, antivirus updg
status, disk space, and other critical notificatiofR®r more information
on notification messagesee Notifications

Admin Reset CLI passworgiTo reset the CLI password. The CLI can be acci
Options only by super administrator userClick this option and enter the ne)
password and confirm the password. Ciikomt and theCLI password i
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Tab

Function

changed

SSL certificate Click option ® download SSL certificate pemformat.

Shut downg Click optiornto powerdown the Seqrite UTM appliance

Restart-

Click optiorto restart Seqrite UTM

Change

password of the currently logged in administrator. On clicking this
following options are displayed

1.

3. Confirm PasswordReenter the new password.

4. Cick Submit, the password is changed and administrator

web password Use Change Web Password to change

Old Password Provide the current password of the logged
administrator.

New Password Provide the new passwordihich should be
set.

logged out.On subsequent logon,daninistrator should logn
with new password,
Note: Even if you change the Web password of sU
administrator the CLI password is not changed.

Logout- To logout of theSeqrite UTMveb console.

Notifications

Thefollowing table lists the possible notifications and the associated scenarios:

Notification

Description

maore users.

Licensed user capacit
is exceded. Upgrade
the license to support

This notification is displayed when the number of users curre
logged in toSeqrite UTMare more than or equal to the license
users limit.

support.

Update service is not
running. Please
contact technical

This notification is displayed when the Antivirdatabase update
service has stopped running.

Antivirusprotection is

This notification is displayed when the Antivingsnot updated fo
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Notification

Description

out of date.

more than 3 days. Usdpdate Nowbutton to update the Antivirug
protection.

SeqriteUTMLicense is
about to expire.
Please renew your
license.

This notification is displayed when a license is about to expir
alerts the administrator to renew the license 8eqrite UTM The
alert starts from 30 days before the license is to expire.

Your disk space is
almost full. You are
requested to export
the existing reports
before they get
deleted by the
system.

This notifcation is displayed when the disk is more than 85%
Administrators are requested to download the reports as a clea
activity. The system will delete the oldest reports first and then
oldest logs to make disk space available.

SeqriteUTMlicense
has expired. Please
renew your license.

This notification is displayed when th®eqrite UTMlicense has
already expired. When thBeqrite UTM.icense expires the Antiviry
Update andWeb sitecategorization services are stoppedfter the
license is renewed these services are resumed.

IPS service has been
disabled due to some
technical problem.
Please contact
technical support.

This notification is displayed when IPS service is not able todiiar
to some technical problem.

IPSupdate is
available. Do you
want to update now.

This notification is displayed when IPS Update is availé®&.rule
Update check is scheduled after every 12 hours.

Your log size is about
to reach the limit.You
are requested to
export the existing
logs before they get
deleted by the
system.

This notification is displayed when the size of log files in Archive
reached 30 MBLogs are deleted from the archive if the logs reg
the limit. The oldest log is deleted firs

Your license is
blocked. You will not

receive updates.

This notification is displayed when the license is blocked as mu
devices are using same product key.
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Notification

Description

Please contact
customer support.

Features

TheFeaturegpane (highlighted in bluéhas he various functional options grouped in respective

categories as described in the following table:

Dashboard | Displayshe reattime information of services, the interfaces, system, and de
information of SeqriteUTM.

Definitions Lets you create/modify/delete definitions for network, service, and file. Th
definitions can be reused any number of times during configurations.

Policy Lets you create policies for Time category, URL categorization, File sizendpl
Keyword Blocking, and define Internet Quota, Time quota, Device Quota,
Bandwidth control.

Network Lets you manage the interfaces, IPv6 settings, DNS servers, configure the DHCH
configure the Proxy server, create routes that are basedaity multicast, and stati
types. You can also configure Seqrite UTM interfaces for load balancing.

Firewall Lets you configure the default, Interzone, Custom and forwarding rules for firewall

VPN Lets you configure the VPN server based on IPSeR,PBSL, and the associa
clients.

Security Lets you configure the settings for IPS, Antivirus, Mail protection, and applic
control.

User Lets you manage users, groups, Guest users, and Authentication server.

Management

System Lets you configureghe date and time, administrative options, customize the por
tweak the various settings, and configure notification settings. You can also carry|
factory reset on Seqrite UTM, backup and restore, view and manage certificate
license informatio, configure services for offline mode, perform firmware upgra
manually, view and manage service and system updates.

Logs and Lets you view the reports for Internet traffic, security protection, update logs, e

Reports logs and view and purge setga for logs.

Support Lets you check the availability of a particular host and use the port mirroring optig

diagnostics. You can also view the available support options to contact S
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helpdesk.
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Dashboard

The dashbard or the main action areas the first page that is displayed when youdago
SeqriteUTM The dashboard displays the rd@he status of various activities carried out by
SeqriteUTM You can refreshhie dataon home pageausingthe RefreshAll button in the upper
right cornet

& -I 4 A 0 System Status (64
Virus Detected Intrusions Detected
61% - 5% 77%
100 ) 100 )
Disk Usage CPU Usage Memary Usage
o 0 w W
o ethiethz ethd ethd Date: 2017-10-05 18:10:34 ST
Policy Breaches Uptime: 7 Days 02:30:46 Load Average: 1.01, 1.09, 1.08
eths
Service Status
Data & Content Protection Mail Protection Internet & Network
Antivirus ® o Antivirus (] off Internet Access (] on
Content Filtering 0 off Antispam @ Down Intrusion Prevention e on
Application Control D o Attachment Control (x] off VPN [x] off
Keyword Blocking (] off Policy Based Routing [x] off
Offline Mode Q o
Internet Usage @ (64 ) -
Device Information
€.000 Product Key DN151F20458288091173
=
= 4000 Model: T2560
g 2.000 Product Version: 2.0.0.47
2 o [Expiry Date: 2018-09-04 00:00:00 IST
00:00 02:00 04:00 06:00 08:00 10:00 12:00 14:00 16:00 18:00 Antivirus signature update  2017-10-05 12:52:06 IST
Time IPS/INS sianature undate 201 70609 160740 18T

The dashboard on the Home page is made up of the followidgets

1 Count of viruses detected: Click tab to view report of viruses detectedotouked in the
network and the name of the user who handled the infected files.
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T

Intrusions detected: Click tab to view a detailed report of the intrusions and source IP of the
intrusions

Policy breaches: Click tab to view a list of websites that have bsted in breach of
policies, their category and the name of the user causing the breach.

Interface StatusDisplays the status for the connection interfaces, ethO, ethl, et
availableSeqrite UTM
Interfaces status and description

Icon Descripti on

Indicates that Ethernet cable is connected.

Indicates that the Ethernet cable is connected & Internet is availak

Indicates that Ethernet cable is not connected

System StatusDisplays the disk, CPU, and memory usage, apart from the Syxenand
time, and the Uptime foBeqrite UTM

Service status: Displays the service status for Data and content protection, Mail Protection,
and Internet and networks, whether enabled, disabled or down.

Internet Usage: Displays the data usagth time for various interfaces

Device Information: Displays the product key, model name, product version, license validity,
and Antivirus, IPS/IDS signature last update.
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Definitions

Definitions are predefined network traffic types arskrvices which can be reused while
configuring variou$eqrite UTMmodules.Seqrite UTMallows you to add the following types of
definitions:

Network definition: Helps you to define / add an entire network subnet.

Service definition: Helps you to add praicols and ports used by an application for
communication.

File definitions Helps you to define file extensions that can be used in mail protection
attachment control and content filtering.

Time categoryHelps you define the various time categories thatiyzan apply to the users and
groups for restricting the time for Internet access.

The Definitiors page displaysist of networks definition and services definitioMou can search
definitions by Name. You can also add, edit, or deletedgfitions.

= 'O:‘ seqnte
@®ar Unified Threat Management (UTM)

Network Definitions

Definition List Q
[ Name Type 7 1Pva 1Pv6 Comment(s)

Any IPvd Host 0.0.00/0 Matches any 1Py address
@ Policy » Any 1PV Host /0 Matches any IPv6 address

[] Proxysss Metwork 192.168.19.10/ 16

@ Firewall
& VPN
@ Security

[E User Management >

& System

Adding Network Definition

1. Navigate taDefinition > Network The following page is displayed:
2. Click +Add). The Add Network Definition dialog box is displayed.
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Definitions

Create Network Definitions 4

Mame * Comment(s)

01024

Cancel

3. Enter the definition name ithe designated text boand add the redvant description in
the comments text box

4. Select the Network Definition type from the drajown list that is displayedlhe Network
definitions are of the following four types:

i.  Host Allows you to define single IP address. EttterlPv4 / IPv6 address.

ii. IP RangeAllows you to definghe rangeof IP addresses. Enter IPv4 /IPv6 address
rangeas applicable

li. P List Allows you to defin@random list of IP address. Enter IPv4 / IPv6 IP
addresegs separated by a commBor e.g 192.168.10.10,
202.212.34.56,22.25.34.56

iv.  Network: Allows you to define a network containing a set of IP addresses. Enter IPv4
network address and select subnet mask from ddmwn values For IPv6 enter IPv6
network address and IPv6 prefix value.

5. ClickSave The newly added Network deition is displayed in the list aime Network
Definitions page.
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Adding Servicedefinition's

1. Navigate toDefinition > ServiceThe following page is displayed.

=
'®47 Unified Threat Management (UTM)
@ Dashboard ) L
Service Definition
@ Definitions v Home / Definitions / Service
Network o
Definition List a +
se
[ Name Protacol 7 Source Fort 7 Destination Fort 57 Comment(s)
Fil
e Any Any Any Any Matches any IP protocol “|
@ Policy > HITR TCe any 80
W Network HTTP Proxy oo any 8080
HTTP Webcache Tce Any 3128
@ Firewall
HITPS TCe any a3
& VPN ’ DNS upP Any 53
. TP Tce Any 2
@ Security
TFTP upP Any 69
[ UserManagement
IMAP TCP Any 143
& system ” IMAP SSL TCR Any 993 4

2. Click +Add). TheCreateServiceDefinition dialog box is displayed.

Create Service Definition X

Mame * Comment(s)
0/80
0/1024
Protocol *
TCP -
Source Port * Destination Port *
Any - Any A

Cancel

3. Enter theServicedefinition Namein designated text boand the description in comments
field.

4. Select the appropriate network protocol from the dralown list.
Protocols are of the following 4 types:

TCP
UDP
ICMP
o IGMP

5. Select the Source Port from the drolown as apficable This is the port where the client
initiates the connection for communication.

o O O
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1 Any:Allows you to set any port as source port.
1 Port(s): Allows you to enter a single port or a range of ports.

6. Select theDestination Port This option islisplayed wha you choose Service definition
Category. This is the port where the connections are accepted for communications.

1 Any:Allows you to set any port as destination port.
1 Port(s): Allows you to enter a single port or a range of ports.

7. Click Save The newly adeld service definition is displayed in the list on tBervice
Definitions page.

Adding File Definitions

1. Navigate toDefinition > File The following page is displayed:

o3 e

eqrite
'@ Unified Threat Management (UTM)

File Definitions

Definition List Q +

[] Name Extension MIME Comment(s)
] mpP3 mp3 audie/mpeg3

Time Category O wav wav audio/wav

@ Poliey > O wMa wma
[ Aac
O fac flac

0o 7z 7z application/x-Tz-compressed

& VPN > [] Rar rar application/x-rar-compressed
N O zir zip application/zip
@ security

[J BN bin application/octet-stream

@ userm t . .
ser Management O oms dmg application/x-apple-diskimage

Click + (Add)icon. The Create File Definition dialog box is displayed.
Enter theFie definition Nameand the descriptiorior file definitionin the Comments field.

Enter he File extensionghat you want to add to this definitiarFor e.g*.docs,* .xls

o > LN

ClickSave The newly added file definition is displayed in the list on the File
Definitions page.

Adding Time category

You can define certain time slots as per your requirements. These time category slots will then
be applied to various users and groups. These time slots are the duration when the users can
connect to the Internet.
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1. Naviate to Definitions > Time categoryl'he following screen is displayed.

— &N Searite 5
= (jaN Sca adh
= 657 Unified Threat Management (UTM) @ L8
€ Dashboard ) X
Time Policy
(B Definitions . Home / Definitions / Time Policy / Add
Network
Configuration
Service
File ora .
Time Category Days Selection Time Selection
& Poliey 5 [ Select All Days @ AllDay
) Select Time Range
Monda:
. Network g v
[ Tuesday
& Firewall
[] Wednesday
& weN
[ Thursday
@ securit
v [ Friday
@ UserManagement > ] Ssturday
@& system > [] sunday
[ Logs & Reports
(@ Support > Cancel

Click+ (Add)to add a new Time category.
Enter a name for the Time categaagd the description
Select the days on which the category will be applicable.

o > 0D

Select the type of time st whether all day or a specific time duration as per your
requirement.

6. ClickSave The Time category is saved and displayed in the list.

Deleting Definitions

1. Navigate toDefinitions.

2. Click on the definition type that you wand delete whether Network/Service/Fifl€ime
Category The corresponding definitions list is displayed.

3. Selectthe definitions that you want to delete andickthe Deleteicon.

Note: Definitions that are in use cannot be deleted but can be edited.
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Policies

You can create various policies that can be applied to users and groups. These policies help you
enforce restrictions on the network usage, schedule access time for Internet, identify URLSs that
mustbe restricted, create file blocking polisiéor mail attachments or use the keyword

blocking that helps block content containing specific content by keywords.

Note: To apply any policy you need to go to User management > Users and Groups and

apply policies there.

URL Categorization

You may want to block some Web sites on your network for some of the following
reasons:

1 Inappropriate content, which may be offensive and illegal in nature.

1 Entertainment Web sites with streaming content leading to wastage of
companyds bandwi dt h.

1 Social Networking sites that are not productive for your employees.
Untrusted Web sites that have malware, Trojans, or viruses.
Restricting available Web sites to increase the organizational work efficiency.

In URL categorization,Seqrite UTM lets you create policies using which you can filter
content based on categories or based on blacklisted and Whitelisted domains. You can
decide the action to be taken when user accesseswebsites under these categories
based on the content. For eg. Automobile, Jobs, Downloads, can be moved under
denied categories.

Note: If Seqrite UTMis in offline mode and Web Security service is selected to be

offline then the URL categorization will not work.
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Enabling URL categorization
1. Navigate taPolicy > URL tagorization

URL Categorization
Definitions Home / Policy / URL Categorization
@ Poliey
Status ®
UAL Categor
Enable loose mode for categorization
File Size Blocking o e
Keyword Blocking
ternet Quota
Time Quota
Palicies +
Device Quota
[ Policy Name Policy Type
Bandwidth Control
[J ForUTMTeam Category Type
& Network
(& Firewall
& ven
@ Security
£ UserManagement  *
& system
B Logs &Reports
@ support

2. Click the status button to enable URL categorization. URL categorization is turned off by
default.

3. Enable loose mode for categorization, to improve performance if your network latency
is high.

4. ClickApply.

Adding a URL categorization policy based on category (By
Category type)

1. Navigate toPolicy > URLCategorization TheURL Categorization policy pagjsplays the list
of policiescreated.

2. In the Policies sectiomlick the+ (Add)to add a new policy based on URL categorization
The fdlowing page is displayed.
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URL Categorization

Edit Policy

Policy Name *
MyPolicy

Time Quota 0 ans defauit

] »

Device Quota [] Banking ] default
Bandwidth Control [ Botnets default

default

Bo
z

O
@
®

G Firewall > ] child Abuse Images default
2

& veN > O compromised defauit
@ Security > [] Consumer Eleatronics [ ] default

A" User Management * [] Criminal Activity default

&

& system >
Whitelist + Blacklist +

[ Logs & Reports
[ Domain Name Time Category [l Domain Name Time Category

@ Support

3. Enterthe policy name. Select the policy typeBasCategory.

4. From the list of categories displaye@)ectthe categoryor categories, the corresponding
action whether to block or allow, and the applicable Time category.

5. ClckSave The policy will be saved and added in the list of URL Categorization policies.

Making Exceptions for URL categorization (By Category
type)

If you have blocked a particulaategory, but still want to allow a domain thédlls under that
category, you can add that domain to the Whitelist for that policy.
Similarly, ifyou want to block a particuladomain that falls under a category thgbu have
allowed access, you can add that domain to the blocklist so that it is blotkeahains/IP
addresses adked to a Blacklist are blocked and domains/IP addresses amtdad/Vhitelist are
trusted and allowed regardless of whether that category is alloasehlocked.

Adding domain/IP addresses to Whitelist (By Category type)
1. Navigate toPolicy > URCategorizaion.

2. In the policies section, click(Add)to add a new policy

3. In the Policy type, sele@y Category The White List section is displayed.
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4.

Clck the+ (Add)icon toadd adomain/URL to the White List. You can addbanainor an IP
address

5. Select the Tme categoryto which the policy would be appll.

6. ClickSave The domain is added in the White Lastd the policy is displayed in the list

Adding domain/IP addresses to Blacklist (By Category type)

1.

o g &~ w

Navigate taPolicy > URL Categorization

In the Poliaes section, select a policy and clE#iticon to add domains/IP address to the
Blacklist for that policy.

In the Blacklist section, cliek(Add).

Add a domain or an IP address.

Select the Time category for which the policy will be applied.
ClickSave.

Removing domains/IP addressfrom Whitelist

1.
2.

Navigate taPolicy > URL Categorization

In the Policies sectiorselect a policy (oBy Category type) and click the Edit icon to edit an
existing policy. The associated Whitelist is displayed

3. Select adomain/IP addres$rom the list.
4. Click theDeleteicon.
5. ClickSave The websites are removed from the Whitelist.

Removing domains/IP address from the BlacHist

1.
2.

Navigate taPolicy > URL Categorization

In the Policies section, select a policy BgfCategory typgand click theediticon to edit an
existing policy. The associatBthackist is displayed.

3. Select a domain/IP address from the list.
4. Click theDeleteicon.

5. ClickSave The websites are removed from tBdacklist
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Modifying URLcategorization policy (By Gategory type)

1.

Navigate tdPolicy > URL categorizatiofhe policies are listed.

2. Selectthe policy that you wish to edit, the edit icon is displayed.

Click the Edit icon and modify the policy as requirefou can change the status of
Block/Allow or change hie corresponding Time category. You can also add/remove
domains/IP addresses in the correspondiffgitelists and Blacklists.

ClickSave The modified policy is saved.

Adding a URL Categorization policy (By Domain Type)

There may be some websites that yoan allow the users to access based on their job profile or
business requirements. Adding these Web sites to the White List ensures that users in your
network can access the sites mentioned in the list. You can either add the domain name, URL or
the IP addess of the Web sites. You first need to add a policy and then in the corresponding
Blacklist and Whitelist, add the domain/IP addresses that you want to block or allow.

1.

o

Navigate taPolicy > URL Categorization

2. In the Policies section, cliek(Add)to add a new policy.
3.
4. Click +(Add) to add a domain/#@ldressto the White List. You can add a domain or an IP

In the Policy type drojlown, select By Domain. The White List section is displayed.

address.
Select the Time category for which the policy will belegap

6. ClickSave The domain is added in the White Lasid the policy is displayed in the list.

Removing Domain/IP addresses from the White list (By Domain
Type)

1.
2.

Navigate taPolicy > URL Categorization

In the Policies section, select the required catézation policy (by domain Type) and click
the Editicon. The corresponding Whitelist is displayed.

Select the domain name that you want to remove and clickDle¢eteicon.

4. ClickSave The websites are removed from the Whitelist.

Modifying URL categorization policy (Domain Type)

1.

Navigate tdPolicy > URL categorizatiomhe policies are listed.
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2. Select the policy that you wish to edit, tigliticon is displayed.
3. Click theEditicon and modify the policy as required.
4. ClickSave The modified policy is savauthe White List.

Blocking based on file size

You can create a policy to block file attachmeinéen download or uploadased on the size.

You can also make some exceptions to the rules if required.

1. Navigate toPolicy > File size Blockinghe existingolicies are displayed.

= '0:‘ Seqrf

eqrite
'"®%# Unified Threat Management (UTM)

£ Dashboard . X .
File Size Blocking
[ Definitions > Home / Definitions / Policy / File Size Bloc Add P

£ Policy
Add Policy
URL Categorization

File Size Blocking

Keyword Blocking
” “ File Dommlosd Lim
100MB
ternet Quota

Time Quota
Exceptions +

Device Quota
[] Domain Name File Download Limit
Bandwidth Control

Network
Firewall

& VPN

@ Security

Cancel

2. Click thet (Add)icon to add a policy.
3. Entera name forthe policy.

4. Select the file download limit from the dregiown, if required use the custom option to

enter a custom size.

5. In the Exceptions arealickthe + (Add)icon to ald any exceptions to aboym@olicy. You
need to specify the domain name and file size which will be excluded from the blocking

policy.
6. ClickSaveto save the exceptiorilhe exception is saved and displayed in the list.
7. ClickSaveto save the policy.

Blocking based on keywords

You can create a policy to block content based on the keywords defined in the Saopyte
UTMwill then look up the search engine or the URL to check for the keywords that need to be
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blocked. Key matches can be set based on istganvith or containing a particular string. You
can also make the keyword search casasitive.

1. Navigate toPolicy > Keyword Blocking he existing policy list is displayed.

2. Click+(Add)to add a new policy.

sporord Blocking

Entera namefor the policy
In the Keywordsield, enter the keywords separated by a comma.
Select the Lookup type, whether search engine or URL.

2

Select the appropriate keywonthatchingoption for the stringwhether complete word,
starting with, containsor ends with agparticular string.

7. You can chase to make the search casensitiveby enabling the designated option
8. ClickSave

Internet Quota

Internet Quota helps to monitor and control the Internet usage for a group and / or a user. You
can setup Internet quota policies based on data transfet ttem be either Total Data Transfer
(upload + download) or individual Upload or Download.

Using the Internet Quota page you can create predefined Internet Quota policy. These policies
will be applied to Groups / users. If the group / user reaches the ressiguota, the Internet
access will be blocked.

Configuring Internet quota policy based on Total Quota

1. Navigate toPolicy >Internet Quota. The Internet Quota page is displayed with list of
Internet Quota policies if already configured.

2. SelectstatusasBEnabled.

Note: Enabling Internet Quota may affect your network throughpBandwidth usage
reports are not generated if you disable Internet Quota
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4.

. In the Policiessection, click thet (Add) icon, the AddInternet Quota page is displayed.

e
nified Threat Management (UTM) @ Gy &

Internet Quota

Add Policy

Select the opbn for Total Quota.

The following table describes the options that are displayed, configure as required:

5.

Field Description

Policy Name | Enter the Policy name.

Quota Allows you to set the time period for quota renewal cycle. The follov

frequency options are available: Once, Daily, Weekly, Monthly, and Yearly. Con
as required.

Unlimited If you select Unlimited option, there/ould beno limit onthe maximum
datausage.

Limited If you select Limited, then you need to specify the maximum limit in ME

Note: If there is unused data for a period, then that remaining data usage wilaps¢ For

e.g. If a daily data usage of 100 MB is set for a user and the maximum limit is 1000 MB. Now
if the user has consumed 70 MB of data from the daily 100 MB, lihen total remaining

data usage will be 930 MB and not 900 MB. According to the Daily usage policy, next day
the user will again have 10@B of data usage for that day and so on. Same is applicable for
20KSNJ FNBIjdzSyOASas SEOSLII T2NJ ahy OS¢ o
ClickSave The policy is saved and added to the list.

Creating an Internet Quota policy based on Upload and
Download usage

1.

Navigate toPolicy >Internet Quota. The Internet Quota page is displayed with list of
Internet Quota policies if already configured.

. Select statis asEnabled

Note: Enabling Internet Quota may affect your network throughpBandwidth usage
reports are not generated if you disable Internet Quota.
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3. In the Policies section, click thgAdd)icon, the AddInternet Quota page is displayed

—  aN Searit
= ":‘r U?l?l[llete‘l Threat Management (UTM) @ (1 Sad

G Dashboard Internet Quota

Add Policy

() Total Quota ®) Upload & Download Quota

Upload & Download Quota

@ Unlimited @ Unlimited

() Uimited ) Limited

Cancel

4. Slect Upoad and Downloaduota.

The following options are displayed, configure as required:

Field Description

Policy Name Enter the Policy name.

Quota Allows you to set the time period for quota renewal cycle. The Inte
frequency | access limit will be allowellom a maximum data limit.

The following options are available: Once, Daily, Weekly, Monthly,
Yearly.

If you select Quota Frequency @sice,select the Maximum Uploa
and Download limits from options Unlimited and Limited. If y
select Limited, youmust specify the limit in MB/User for eac
category.

If you selectQuota Frequency a%Veekly, select the starting da
under Week starts from drogown, specify the weekly upload ar
download limits in MB/User.

If you selectQuota Frequencys Monthly, sekct the starting date
and month under corresponding dregiown options and specify th
Monthly upload and download limits in MB/User.

If you selecQuota FrequencgsYearly, select the starting month
under Month starts from droglown, specify the Yearlypload and
download limits in MB/User.

Note: If there is unused data for a period, then that remaining da
usage will notapse For e.g. If a daily data usage of 100 MB is se
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Field Description

a user and the maximum limit is 2000 MB. If the user has consur
70 MB ofdata from the daily 100 MB limit, then total remaining da
usage will be 930 MB and not 900 MB. As per the Daily usage p
next day the user will again have 100 MB of data usage for that (
and so on. This is applicable for all other frequenciesgxior
Ghy OS¢ o

5. Select the Maximum Upload limit and Maximum Download limit as required.
Note: Selecting théJnlimited option removes any limibn the maximumupload or
download datausage Enter the corresponding limits as required if you select Limited
option for both Maximum Upload and Maximum Download data.

6. ClickSave The policy is saved and listed.

Editing Internet Quota policy

1. Navigate toPolicy > Internet QuotaThe policies are listed.

Hover above the policy you want to edit. The Edit icon islaysal against the policy.
Click the corresponding Edit icon and modify the policy as required.

ClickSave

You will be asked to confirm that Quota will be reset. Confirm and proceed with the
changes.

a bk~ 0N

Note: The edited policy is not applied unless you cedad clickApply.

Deleting an Internet Quota policy
1. Navigateto Policy> Internet Quota.The policies are displayed.
2. Hover above thgolicyyou want to delete, théeleteicon is displayed.

3. Click theDeleteicon. To delete multiple policies, first selemtd then click théeleteicon
on the upper right corner

4. ClickYeson the Delete confirmation dialog box that is displayed. The policy is deleted.

Time Quota Policy

The TimeQuotapolicy on Seqrite UTMelps to provide a prelefined Internet surfing time to
users and groups. All available time policies are displayed along with their details, such as,
name, access time and description.
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Creating atime quota policy

1.

Navigate taPolicy >TimeQuota. The timequotapolicy list is disphged.

.o:‘ Segrite

'@+ Unified Threat Management (UTM)

Time Quota

Add Policy

Advanced Settings

Intemet Quots P
nnnnnnnn
Unlimited

Device Quota Cancel

Bandwidth Control

Click the+ (Add)icon on the upper right corner. The Adime Quotgolicy page is
displayed.

3. Enterapolicy nameand selecthe applicableTime categoryrom the dropdown.

4. In the Advanced Settings area, select the frequency whether daily, wemkigthly or

5.

yearly, and configure the corresponding fields as requiréducan create and deploy time
based quota policies based on frequency and data usage limits. For eg, daily, weekly,
monthly, or yearly and data usage.

ClickSave

Device (Internet) Quota

Using this option you caimit the internet usagefor the Seqrite UTMappliance Select this
option and configure the internet policy that you would like to apply for Segjrite UTM
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Enabling device quota

1. Navigate toPolicy > Device QuotaEnsure hat the statusoption for device quota is
Enabled

o279 Seqrite ! sameer
= ":‘f Unified Threat Management (UTM) ® LA/

4 Dashboard .
Device Quota
@ Definitions > Home / Policy / Device Quota
@  Policy >
Device Quota ®
URL Categorization
File Size Blocking
® Total Quota () Upload & Download Quota
Keyword Blocking
Quota Freguency
Internet Quota Once M
N Maximum Data Limit
Time Quota
®)  Unlimited () Limited
Device Quota
Reset Usage
Bandwidth Control
[] Reset previous data usage
5 Network >
G Firewall >
Show Usage Reset
& VPN >

2. Select theQuota Typewhether Total Quotaor Upload and Download Quotdf you select
the Upload and Download Quota option, specify whether maximum upload

and download data flow is limited or unlimited.
Configure theQuota frequencywhether, once, daily, weekly, monthly or yearly.
Enter the daily data limit.
Enter the maximum data limit, whether unlimited or custom.

Use the option to reset previous data usage if required.

N o g b~ w

ClickApply.

Note: If Device quima has expired, none of the policies will work and Internet will not be
accessible by the users.

Bandwidth control policy

You can specify the bandwidth that is available to users by creating a bandwidth control policy.
Here you can restrict the upload addwnload speed$or usersbased on requirements.
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Creating a bandwidth control policy
1. Navigate toPolicy > BandwidthControl. Existing policies if any are displayed.

S8 Seqrite

":! Unified Threat Management (UTM) O L &ad

@ Dashboard i
Bandwidth Control
[ Definitions > Home / Definitions / Policy / Bandwidth Cantrol / Add
{r Policy
Add Policy
URL Categorization
Policy Name *
File Size Blocking o5

Keyword Blocking
Maximum Upload Bandwidth *

Internet Quota

Maximum Download Bandwidth *
Time Quota
Device Quota

Cancel
Bandwidth Control

2. Click thet (Add)icon to add a new policy.
Enter the namdor the policy.

4. Select the Maxnum Upload and Download bandwidth as per the requireméntou select
Custom, specify the required bandwidth.

5. ClickSave The policy is saved.
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Network Configuration

Interfaces

Interfaces are thephysical and virtual ports on th8eqrite UTM The number of interfaces
depends on theSeqrite UTMmodel. Using the interface page you can add, edit, and delete
Interfaces, Aliases, VLAN, and Bridge. You can also set an interface as default.

Seqrite UTMsupports three zones namely LAN, WAN and DMZ. Each interface must be
configured for one of these zones.

Zone

T LAN:CKAA A& &2dz2NJ O2 Y LIhySeqite UNNinteSfacys!ttiat ageS 0 6 2 NJ
configured for internal network can be assigned to be part of zame.

1 WAN: This is the external network that is thiaternet. In Seqrite UTM interfaces
configured for external network can be assigned to be part of WAN zone.

1 DMZ: Denmilitarized zone(DMZ),is a small sulmetwork that is locatedbetween a
trusted intermal network, such as your company's private LAN, and an untrusted
external network, such as the Internefinternal network which has servers such as
webserver, mail server etc. that are to be accessed from untrusted network(s) or
Internet can be kept in DMZone.

By default, LAN to WAN zone traffic such as HTTP, HTTPS, SMTP, POP3 and SSH is allowed. All
inter-zone traffic is blocked.

Configuring Interfaces

The Interface page displays the list of all the default interfaces.elmsrfaces are the ports
on the Seqrite UTMappliance. The llmsand VLANnterfacethat are added under the default
ports aredisplayed irthe interface list as a sulmterface ofthe base interface
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The following table explains the color used to iradécthe interfaces.

Icon Description

w Ethernet cable is plugged,itP is configured.

Ethernet cable is plugged in afdernetis available.

— Ethernet cable iplugged in but not configured.

1. Navigate toNetwork > InterfacesThe Interfaces list is displayed.

'0:‘ Segrite
'@’ Unified Threat Management (UTM)

@ Policy > Name Zone Status 1P Address Gateway IP Assignment Link Status Monitoring

B Network v LAN Lan [ 192.168.11.1 Static

OF  etht Lan ® 192.168.12.1 Static
s OF e wan o ) -
ons T
@)
Proxy eths Dlzj
R

& wen

@ Security

A User Management
@ System

B Logs& Reports

@ support

2. ClickAdd to add an interface To modify an interface, click the interface name in the list.
The corresponding settings for the interface are display€dnfigurethe settings as
required:

Thefollowing table explains the fields on the page. Note: The fields are displayed based on
the corresponding settings, some fields may not be available as per the settings.

Field Description
Type Select the type from the drodown whetherAlias,VLAN Bridge, Link
Aggregation.

Interface name| Enter a name for the interface.
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Field

Description

Zone

Select from LAN, WAN, and DMZ.

Base Interface

Select whether eth0, ethl, or eth2

IP assignment

This can be Static, Dial up, or DHBte: Dialup and DHCP optio
are avaidble only if WAN zone is selected.

If you select the IP assignment &tatic then you need to enter the
IPV4 address and Subnet mask.

If you select the IP assignment@glupthen you need to enter the
user name and password provided by your ISP.

Note: Toview Live Logs for Diap service, Go to Logs and Reports :
Live LogsSelect the required module(s) and click Export. The logs
exported in a .txt documenb your computer. These logs indicate th
current status of the selected module.

IPv4 Address

This field is displayed if you select IP assignment as Static. Se
address for theSeqrite UTMthrough which all clients will access tl
Internet.

Subnet mask

This field is displayed if you select IP assignment as Static. Sele
appropriate Subhet mask.

IPv4 Gateway

This field is displayed if you select IP assignment as Static. S
gateway ifSeqrite UTMs behind the router.

Note: F gateway is set for WAN interface then for LAN interfi
gateway cannot be set.

IPv6 Address

This field iglisplayed if IPv6 is enabledor more details sedPva

Enter the IPv6 address through which all clients will access
Internet.

Prefix

This field is displayed if IPv6 is enablédr more details sedPva

Enter the prefix.

IPv6 Gateway

This field is displayed if IPv6 is enableédr more details sedPva
Enter the IPv6 Gateway.

User Name

This field is displayed if you select IP assignment as Dialup. Ent
usernameprovided by ISP.

45



Network Configuration

Field Description

Password This field is displayed if you select IP assignment as Dialup Enty
password provided by ISP.

Service Name | This field is displayed if you select IP assignment as Dialup. Entj
Service name provided by ISP.

Hardware Displays the actual MAC id for that interface.
address

3. ClickApplyto save the changagany.

Editing an interface
1. Navigate to Network >Interfaces . The Interfaces list is displayed.
2. Click on the Interface that you want to edit. The edit interface screen is displayed.

3. Correct the Interface name, Zone, IP assignment, IPV4 address, subnet mask and
gateway IP address as required.

4. Select the Link change method and Detection IPas required. The link check methods
check if the interface is up and connected. You can configure the method as ICMP or
DNS. Segrite UTM pings the configured DNS or IP to check if the interface is up and
connected.

5. If you want this interface to be default route, place a check mark against the option.

6. Click Apply .

Deleting Interfaces
1. Navigate toNetwork >Interface. The Interfaces list is displayed.

2. Select the Interface that you want to delete and click thelete icon. A confirmation
message is displayed.

3. ClickOKto confirm deletion of the interface.

Note: You annot delete interface ethO. Deleting the interfaces will only clear the
configuration / settings, the port will still be displayed in the list.

Adding Alias

Adding an Alias interface allows you to configure multiple IP addresses to a pmglieal
interface / port. Adding Alias feature gives the base interface another identity and can be used
to connect todifferent logical network subnetsThe zone of base interface is the zone of Alias.
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1. Navigate toNetwork > Interface The Interface detés page is displayed.
2. ClickAdd. The following page is displayed.

— '0:‘ Seqrite
'8%7 Unified Threat Management (UTM)

£ Dashboard

Interface
@ Definitions Home / Net erfave / A
@ Policy

ype
. Network Alias

S e
1PvE
DNS > P4 Address * ;5:255‘nu
DHCP
Proxy

Routing

Load Balancing

3. Select thetype of InterfaceasAlias
Enter the following details:
1 Alias Id This is a unique number used to identify the Alias.
1 Select theBase InterfaceYou can use only the configdrenterfaces.
1 Enter thelPv4IP address.
1 Select theSulmet maskas applicable
1 Enter thelPV4 gatewayaddress.
4. ClickApply.

Note: The Aias interface is displayed in interface list as a sub interface of base interface.

VLAN

A Virtual Local Area Network (VLAN) is a group of workstations, servers and network devices
with same set of requirement that appear to be on the same LAN despite their geographical
location.A VLAN allows a network of computers to commatecn an environment as if they

exist in a single LAN. VLANs are implemented to achieve scalability, security and ease of
network management and can quickly adapt to change in network requirements and relocation
of workstations and server nodes.
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Trunk Line
VLAN1,
VLAN2

Trunk Line
VLANY,
VLAN2

Switch

VLAN 4

o VLAN 3
VLAN 2

PC 1 PC2 PC3 PC 1 PC2 PC3

L g 4§ 4
" | S0 =0 o P I )

HR Finance
Department Department

AddingVLAN irSeqrite UTMhelps to increase the network segmentshe VLAN feature allows
you to configure multiple VLAN interfaces ansingle interface.Seqrite UTM supports the
802.1g VLAN standard

You can create th#ollowing types of VLAN:
1 VLANLAN: For Local Network.
1 VLANCWAN: For external network (Internet)/ ISP.

1 VLANDMZ: Fodemilitarized zonewhich is aneutral zone between a company's private
network and the outside public network

Note: Adding an interfaceloes not add a physical port ddeqrite UTM The number of ports
will be the same that are the default ports depending on 8egrite UTMmodel.

Adding a VLAN

1. Navigate toNetwork > Interface. The Interface details page is displayed.

2. ClickAdd. The followmng page is displayed.
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Subnet Mask
255.255.0.0

Load Balancing

Cancel
& Firewall

3. Select the type of InterfacasVLAN Onselecing VLANgnter the following details:
1 Enter theVLAN IDThis should be between the ranges4®94.
1 Select theZoneof operation, whether LAN, WAN, or DMZ.

1 Sedect the Base Interfacehat is the physical port. All the configured andn-cofigured
network interfaces will be displayed here.

4. Select the type ofP assignmentwhether Static, Dial up, or DHCP.
Note: For LAN and DMZ interface the IP assignment will be only Static.

1 If you sekct the IP assignment as Static then you need to enter the IPV4 address, Subnet

mask, IPv4 gateway, Link Check method and Detection IP. You can also set the route

to be used as the Default route.

1 If you select the IP assignment as Dialup then you needntereghe Username and
Password provided by your ISP.

5. ClickApply.
Note: Every VLAN interface is displayed in interface list as a sub interface of base interface.

Bridge

Bridge interface is used to connect two network segments within onedbgietwork or to
break a collision domainSeqrite UTMsupports IEEE 802.1D standard for configuration of
network bridge interfaceYou can configur&eqrite UTMn bridge mode if you already have a
firewall/router and do not wish to replace iSegrite UM supports mixed mode configuration
where both bridge mode and router mode can be simultaneously configured on the device.
Bridge can be configured only between-configured interfaces.
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You can us&eqrite UTMbridge interfacan the following modes:

1 Transparent gateway: Seqrite UTM device acts transparently with upstream
router/firewall/UTM for the traffic that is passing through the network bridge. You can
configure it as a LAM/AN bridge where network interface, terminated in router will be
in WAN zoe and interface terminated in switch for local network will be in LAN zone.

. &

Level 1 Firewall

10.10.171

Bridge

Level 2 Firewall

10.10.17.2

I —1—T— Ll

10.10.17.X

|

a

- . -

> .

a

-

o

-
A

[

TS,
R »

LAN

Adding a bridge interface

1. Navigate toNetwork > Interface. The Interface details page is displayed.

2. ClickAdd. The following page is displayed.

Local network segment bridgeln this caseSeqrite UTMdevice connects to internal
network segments i.e. LANAN, LANDMZ or DMZADMZ bridge.
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= ":‘ Segrite

i
'@ Unified Threat Management (UTM)

{r Dashboard
Interface
@ Definitions

@ Policy

& Newwork

1Pv6
ntarfacs A Zone A

DNS > etht - AN

nterfce B Zone B

eths -~ LaN

Proxy Subnet Mask

255.255.0.0
Routing

Load Balancing STP Mode

o Firewal > Should be checked to prevent network bridge loops.

@ VPN Cancel

& Security

3. Select theTypeof InterfaceasBridge.
4. Adding a bridge requires&eqrite UTMorts. On selecting Bridge, configure the following:

9 Bridge ID Ths should be between-0100. It is a unique number to identify the
bridge.

1 Select Interface A and its respective Zone.

1 Select the Interface B and its respective Zone.

1 Enter thelPv4address and the correspondiriybnet mask
5. Enter thelPV4 Gatewayf SeqriteUTMis behind the router.

6. Enable theSTP modef required. This option is displayed only for Bridge option. Enabling
this mode helps to pevent network bridge loops

7. ClickApply.

Link Aggregation

Link aggregation is a technique where multiple parallel network interfaces are combined to
increase network throughput. It is used in higheed networks to enable fast and inexpensive
transmission of bulk data. Link aggregation enhances andaeesethe network capacity and
maintains fast transmission speed without changing any hardware devices, thus reducing cost.

Link Aggregation feature offers the following two benefits:

1 Load BalancingThe network traffic load is distributed across two or maretwork
interfaces that appear as a single connection in order to increase reliability through
redundancy.

1 Faitover. Combining two or more network interfaces provides fault tolerance. In case if
any one of the network interfaces fail then, the trafficlivibe automatically directed to
the other network interface.
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Creating a Link Aggregation interface
1. Navigate toNetwork > Interface. The Interface page is displayed.
2. ClickAdd. The Add Interface page is displayed.

Interface

et
£ Network . Link Aggregation

Link Aggregation Mode *
4 802.3ad (LACP)

Lead Balancing LAN - Static

Subnet Masl *
255.255.0.0

@ B Q@ &

The bllowing table explains the fields page configure as required

Field Description
Type Select the interface type as Link aggregation from
dropdown.

Link Aggregation ID| Enter a Link Aggregation ID. This should be a unique nu
for identification between the range-99.

Link Aggrgation Select the link aggregation mode. Mode specifies bon
Mode policies that will be applied. The following modes of L
Aggregation are available:

802.3ad (LACP)EEE 802.3ad Dynamic link aggregat
Utilizes all slaves in the active aggregatoc@ding to the
802.3ad specification. This mode provides load balan
and fault tolerance. This mode requires a switch t
supports IEEE 802.3ad LACP.

Round RobinThis mode transmits packets in sequen|
order from the first available slave throughd last. Thig
mode provides load balancing and fault tolerance.

Xor: In this mode packets are transmitted based on
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Field

Description

transmit hash policy. This mode provides load balan
and fault tolerance.

Broadcast: This mode transmits everything on all sla
interfaces. This mode provides fault tolerance.

Active-Backup: Only one slave in the link aggregati
interface is active. A different slave becomes active
and only if, the active slave fails. This mode provides f{
tolerance.

Transmit Hash
Policy

SelectTransmit Hash Policy. This option will be displayed
if you select 802.3ad and Xor mode. Following are
available Transmit hash policies.

Layer 2 Uses XOR of hardware MAC addresses to gent
the hash. This algorithm will place all traffic to artcular
network peer on the same slave.

Layer 2 + 3This policy uses a combination of layer2 ¢
layer3 (MAC and IP address) protocol information
generate the hash. This algorithm will place all traffic t
particular retwork peer on the same slave.

Slave interfaces

Slave interfaces are the unconfigured physical ports that
be aggregated/merged. At least 2 and at most 8 phys
ports can be aggregated in one link aggregation interfi
Once configured the slave interfaces from a link aggregg
interfaces cannot be removed until the link aggregat
interface is deleted.

These interfaces should not have VLAN interface config
on them.

Zone

Select zone. Zone can be LAN/WAN/DMZ.

IP assignment

Select IP assignment. IP assignment type carStagic or
DHCP.

IPv4 address

Enter IP address.

Subnet Mask

Enter Subnet Mask. This is required only if IP is given.

IPv4 Gateway

Enter Gateway. This is required only if IP is given and zg
WAN.
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3. ClickApply.
Note:

1 VLAN and alias can be configuredLamk Aggregation interface.
9 Bridge cannot be configured on link aggregation interface.
1

mode.

USB Modem

Wireless Universal Serial BUdSB) modems allow computers to wirelessly connect to the
Internet via a cellular data network. You can use this feature to access Internet if your WAN
links are down. You need to plug in the USB and scan the modem. You carsatsiheeUSB

configurations.

Configuring the USB Modem

1.

Navigate tdNetwork >Interface> ClickAdd. The following screen is displayed.

eqrite
¥ Unified Threat Management (UTM)

Interface

Typer
Network v USB Modem

Type1USB
IPVE
DNS
DHCP
Proxy /25
Routin Link Check Wisthod Detection P
¢ ICMP ~ 8838
Load Balancing
(3 Firewall
[] Setdefault route
& VPN

Security

User Management

8 = @

System
B Logs &Reports

@ support

From the Type drojplown, selectUSB modem
In USB type, seleGlype 1USB

Enter the Phone Number, APN, Username andsiRord,selectLink Check method, and

Detection IP address. You can enabledkéult routeto be followed.

Field Description
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Phone No. This is the number dialed by the USB modem to connef
the ISP.

Following are the Phone numbers for some networks
GSM/WCDMA-*99#

CDMA-#777

LTE *99#

Username Enter the username provided by the ISP for the |
modem.

Password Enter the password provided by the ISP for the
modem.

5. Click Apply, the USBmodem will be connectedwith the ISP andhe details fo the
detected modem are displayed in the list of the Network Interfaces.

Note: If the USB modem is not recognized, you might need to install a driver. Check for the
driver updates from the vendor. You may need to call the Support service foitirfnest
adivation of any USB Modem.

If WAN links are down and USB modem is connected, then the USB Modem will be
automatically set as Default Route.

IPV6

Internet Protocol (P) specifies the addressing scheme for computers to communicate over a
network. The Internet Protocol is designed for use in interconnected systems of packet
switched computer communication networks. It allows you to address a package and drop it in
the system.

There are currently two version of IP: IPv4 and a new version callédIfR# (Internet Protocol
Version 4) is the fourth revision of the IP used to identify devices on a network through an
addressing systemPv4 is the most widely deployed Internet protocol used to connect devices
to the Internet. IPv4 uses a 2fit addres scheme allowing for a total of 2232 addresses (just
over 4 billion addresses). With the growth of the Internet it is expected that the number of
unused IPv4 addresses will eventudily over because every device that connects to the
Internet requires araddress.

IPv6 is an evolutionary upgrade to the Internet Proto@lnew Internet addressing system
Internet Protocol version 6 (IPv6) is being deployed to fulfill the need for more Internet
addresseslPV6 usemcrease length of addresses, from 32 bits IPv4 to 128 bits in IPv6. This
increases the total address space size from 232 (about 4.3 billion) to 2128 (about 340 trillion,
trillion, trillion). It also doubles the size of the Packet Header, which adds 20 bytes of additional
overhead on every paek
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IPv6 uses "colonebex" (e.g. 2001:470:20::2) for external data representation, whereas IPv4
uses "dotteddecimal" (e.g. 123.34.56.78Both IPv4 and IPv6 addresses are represented
internally (in memory, or on the wire) as strings of bits (32 of themIPv4, 128 of them for
IPv6).IPv4 addresses are represented externally with 4 fields of 8 bits each, using up to 3
decimal digits in each field (values 0 to 255). Fields are separated by dots (".").

Seqrite UTMsupports IPV6 IP format and allows youetmable it. On enabling IPV6 you can use
it while configuring the following settings:

T
1
)l
T

Interface

DNS

DHCP

Content FilterindBlacklist/ whitelist and Domaiin

Seqrite UTMalso allows you tcautomatically tunnel IPv6 addresses over an existing IPv4
network. A 6to4 tunnel allows IPv6 domains to be connected over an IPv4 network to remote
IPv6 networks.
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Enabling IPV6
1. Navigate tdNetwork > IPv6By default IPv6 support is disabled.
2. Taogglethe status button to enabléP\6 and clickApply.

Note: You cannot configure anyf the settings related to IPvGnless you enable IPv6
support forSeqgrite UTM

Enabling 6 to 4 tunnel
1. Navigate toNetwork > IPv6Enable the IPv6 mode.

'0:‘ Seqrite
'@’ Unified Threat Management (UTM)

Interface Gtod ®
IPve

Public IPvd Interface™ Gtod Relay Server Address *
DNS ethl - 192.88.99.1
DHCP
Proxy

Apply Reset

>

Routing

Load Balancing

2. In the6to4 section,click thestatus button to enablesto4.

3. Selectaninterface ThisInterfaceshould beof a publicWAN withlPv4 address and on
whichthe 6to4 tunnel isto be created.
Note: You must configure the WAN interface before enablingotiod tunnel.

4. Select the public IPv4 addie

5. Enter the 6to4Relay Server addreSshis option helpso set the relay server, you can either
enter the addres®r usethe default 192.88.99.1 as relay server.

6. dickApply.
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DNS

A Domain name servgiDNS) convertslomain name into an Intexet Protocol (IP) address
which isused by computerdo identify each other ora network. Domain names are alphabetic

and easier to remember by humans. However thiernetis based on IP addresses. Every time

you type a domain nae, a DNS service translates the name into the corresponding IP address.
With the help of DNSou donot have to keep your own address book of IP addresses. Instead,
you just connect through a domain name server, also called a DNS server which manages a
massive database that maps domain names to IP addre3sesprocess icalled DNS name
resolution,asthe DNS server resolves the domain name to the IP addressexamplewhen

you typethe domain namevww.example.can in your browsey the DNS servetesoles the

domain nameanto an IP addresssuch as 209.05.232.4.

If aDNS server does not have an IP addresspafracular domain namethat DNS server sends
a request toanother DNS serverand so onthis processontinues untilthe correct IP address
is returned.

The DNS feature on th®eqrite UTMallows you to override the default Domain Name Server
settings and enter the details of the DNS provided pgur ISP or specifg particularDNSthat
you wantto use. Ya canalsochange the priority of DNS. This feature alld&®egjrite UTMo try

to use anotheDNSserver in case the server you are usingriavailable.

Seqrite UTMsupports the following types of DNS configurason
1 DNS Seers
9 Static DNS

1 Dynamic DNS

DNS Servers

Using the DNS&erver Settings you can add the IP address of the DNS provided by yourd8P.

can addan IPv4 or IPv@P addres An IP address in the IPV4 standard has four numbers
separated by three decimals, as in: 70.74.251.42. An IP address in the IPV6 standard has eight
hexadecimal numbers (bagks) separated by colons, aeown below:

2001:0cb8:85a3:0000:0000:8a2e:0370343

Note: You can add IPv6 DNS oiflyou have enabledhe IPv6feature on Seqrite UTMFor
more details on IPV6 feature sé€@/6.

By default the DNS with IP address 8.8.8.8 is used.

Adding a DNS server

1. Navigate toNetwork > INS >DNS ServersTheDNS page is displayed which contains the
list of DNS servers.
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2. Click the+ (Add) icon displayed on the right hand corner of the DNS table. @&tid DNS
Servers dialog bas displayed.

Add Host Name to IP mapping

DMNS Mame

Cancel

3. Enter the IP address the DNS servand clickSave

Deleting Global DNS servers

1. Navigate toNetwork > DNS ®NS Servex TheGlobalDNS page is displayed which displays
the list of DNS servers.

2. Select the serveyou want to deleteand clickthe Delete icon. You can select and delete
multiple serversat the same time.

3. ClickApply.

Changing the Priority of DNS servers

Youcan change the order of priority for the listed DNS serv€fsanging the priority helps to
change the order of searching the DNS server for IP adekelse topmost DNS server halse
highest prioritywhile the DNSserverat the bottom has the least priority, i.e. the first DNS
serveris searchedirst for the IPaddress.

1. Navigate toNetwork >DNS> DNS Serverd’he DNS $eerspage is displayed ith the list
of DNS servers.

2. Seletthe requiredDNS servewhose priority you want to change.

3. dick the arrowbuttons that are displayed on the upper right siie move the DNS server
names up or down as per the priority

4. ClickApply. TheDNS Servdrst is updated as per the priority.
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Flushing DNS Cache

The DNScache temporarily stores records of all the recent visits and attempted visits to
websites and other internet domaing&achof theserecords has an expiration date (TTL: Time
To-Live)after which the recordis deleted. Use the Flush cache option to manuadiypty the
cacheas requiredf you want recent changes in DNS records to take effect immediately without
waiting for the TTL to expire

1. Navigate toNetwork > DNS> DNS ServersThe DNS Seerspage is tplayed which
displays the list of DNS servers.

'0:\ Seqrite

'®ar Unified Threat Management (UTM)

DNS Server List

] DNS Name
[0 s8ss

1Py O 4444

Proxy Flush DNS cache

The DNS caches records until their TTL (time-todive) expires. If you want to flush DNS cache before TTL expires then, click this button.

Load Balancing
2. ClickFlushDNSCache The cache is flushed and contents are deleted.

Static DNS

If you know the IP address of a host, then you can ast@dtac DNS enyrfor the hosts inSeqrite
UTM Whenever you access this host, tiseqrite UTMwill resolve andreturn the added IP
address.

Addinga Static DN&ntry

1. Navigate toNetwork > DNS > StatiThe DNS Settings page is displaygt a list of DNS
servers.If no DNS servers are listed, you dde add a DNS server.

2. ClickAddiconto add a new DNE&ntry. The Add static DNS popup is displayed.
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Add Host Name to IP mapping X

Host Name *
0/246

Cancel

3. Enter the Host NamandIPv4 address, in the designated textboxes.
Note: The host name must be a FQDN (Fully qualified Domain name).

4. ClickSave

Deleting a Static DNSEntry

1. Navigate toNetwork > DNS > Statidhe DNS Settings page is displayed which displays the
list of staticDNS servers.

2. Select the server you want to delete and click tbelete icon. You can also select and
delete multiple Static DNISostsat a time.

Dynamic DNS

DynamicDomain Name SystefDDN$ helps to link a domain name to changing IP addresses
This service is provided by NS service provider for e Qyndns The IDNS service provider
contacs the DNS serviceat a specified time intervalfor the updated IP addressand
subsequently updads the DNS database to reflect the change in IP address. In this wayifeven
a domain name's IP address is changgdhe ISPyou do not have torememberthe changed

IP addres# order toaccess the domain

The Dynamic DNS FeatureSeqrite UTMallows you to configure th®DNSaccount that you
have purchased from thBDNS service provider and bind it to a WAN interface.

Configuring DDNS on Seqrite UTM
1. Navigate toNetwork > DNS> DynamidNS The followingscreenis displayed.
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— %N Seqrite q =
= .é‘f Unified Threat Management (UTM) @ £ Hadmin

Dynamic DNS

3

Proxy

Rauting

Load Balancing

Firewall

@]

no

Ensure that the Dynamic DNSisabled
3. Select the WAN Interface. This is the WAN interface that you have configured in the
Interface section. (Selaterfacesfor more details)

4. Select the IP Update Interv@h minute9. Seqrite UTMwill syncwith the DDNS and check
whether there is any change the IP address and updateccordinglyafter the configured
time interval.

5. Selectyour DDNSservice provider.

6. Enter the Host Name thais the fully qualified domaimame EQDN provided by the
Dynamic DNS service provider. For example abc.dynamicdns.com.

7. Enter theLogin User ID and Password of your DDNS account.
8. ClickApply.

DHCP

Dynamic Host Configuration Protocol (DHCRWa you to assigihP parameters atomatically

to your network devices froma DHCP serverThe DHCPserver featureis useful as it
automatically provides an Internet Protocol (IP) host with its IP address and other related
configuration information such ake subnet mask and default gatewagw computersto the
network.

SeqriteUTM acts as a DHCP serfer your networkand assigis IP addresses dynamically in
your IT environmentBy using a DHCP server, ycan also reduce the possibility of an IP
address conflict as the IP addresses are assigned dynamically

Adding a DHCP server
1. Navigate toNetwork >DHCP> Server
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2. Click thet (Add)icon. TheAdd DHCRserverscreen is displayed.

= '0:‘ Seqrite

'®ar Unified Threat Management (UTM)

G} Dashboard

@ security
] User Management
@ System

Logs & Reports

(2 Support

DHCP Server

DHCP Server

Lease Time

1440

eth) - 172.18.36.10

172183610

172183610

Static Leases

[ MAC Address

2880

255.255.255.0

Pl

® £ admi

ease fill out this field.

3. Enteranamefor the DHCP server.
Toggle the DHCP server status button to enable DHCP.

Select the type of IP addressing scheme, whether IPv4 or B select IPv4 then

DHCPv4 will get configured and IP from given range will be assigned to clientssdfeaiu
IPv6 then DHCPV6 will get configured and IP from given range will be assigned to clients.

6. Select the lease time, whether limited or unlimited as required. If you select limited, enter
the Minimum and Maximum lease period intervals (in minutes).
Minimum Lease time is the lease time after which the client will request to renew the
lease. Maximum Lease time is the lease time after which DHCP server will free the IP

address if no response is returned from the client.

7. Select the Interface from the availbinterfaces and enter the corresponding subnet

mask.

8. Enter the range of the IP addresses in the Start IP and End IP fields.

9. Enter the Gateway IP addre&y default it is the IP address&hO of Seqrite UTM

10. Enter the DNS server IP address and alterialS server if applicable.

11. ClickSave
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Adding Static Lease

Adding a static leasallows you to bind the IP address with MA@ressof the useiQ éomputer
so that only theconfiguredIP addresswill be leased tahe client irespective of the other free
IPaddresses

1. Navigate toNetwork > DHCP Server
2. Select a DHCP server from the list and ¢hekEdit icon(seen on hover)

3. Go tothe StaticLeasesection

Static Leases

[] MAC Address Host Name IPv4 Address

Cancel

4. ClickAddicon (+)in the Static Leasaection

Enter Lease Details

MAC Address *

Host Mame *

0/ 255

IPv

Address *

=

Cancel

5. Enter thefollowingdetails

f MAC AddressSet the MAC address of thizd Sded@iterto which the IPaddress
istobetundd | 2dz OFy 3IS0i GKS a!/ FRRNKaa 2F O
kKFftté 2y 6AYyR2pa LQhuk@ighti I YR aATFTO2y FTAIE 2y
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Hostname Set the hothame of client.

IPv4 AddressSet the IPv4 address to bin@ihe IP address will be assigned to the
userQ éomputer. Note: This IP address must be in the local network asSiegrite
UT™M

6. ClickSave The static lease is added and displayed in the Nlste: Addresses in the static
lease will not be displayed in the Leases list.

Deleting a DHCPserver

1. Navigate toNetwork > DHCP> Server The DHCP server listdisplayedhat has theServer
Name,Sart IP address, End IP AddreGateway IP addres DNS and &atus button.

2. Select theequiredDHCP Server amtick the Deleteicon on the upper right corner

Viewing the DHCP Lease list

A DHCRnabled client obtains a lease for an IP address from a DHCP server. Before the lease
expires,the DHCP server must renew the lease for the client or the client must obtain a new
lease. Leases are retained in the DHCP server database approximately one day after expiration.
This grace period protects a client's lease in case the client and servém ditferent time

zones, their internal clocks are not synchronized, or the client is off the network when the lease
expires.

1. Navigate td\etwork > DHCP Leass.

The listof the leased IP addressesdisplayedvith LeaseStart Time, End Time Physicaldfess
and Host Naméhat are assigned to computers in the network

eeeeeeee

2. To refresh the listclickthe Refreshiconon theupperright corner.
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Proxy - Settings and Exclusion

You can control the Internet access fitve user. You can give direct access or partial access
depending on the designation and requirement of the udesr example, the Director or VP
may require direct unfiltered content access, while others can be given access after content
filtering. Also, yu may not want to block the domain of your own company.

1. Navigate toNetwork > Proxy By default, the Proxy Settings page is displayed. The Proxy
Settingspage displays the IP address and the ports of3kgrite UTM

1oaN Searite

= '®ar Unified Threat Management (UTM)

@ Dashboard Proxy Settings
B Definiti
@ Poliey > Proxy Server Settings
5 MNetwork v [ interface Name Proxy Address Praxy Port Proxy Status Operational Status
>
@
I O etho 192168111 anze ® ]
O ethizo 19216821 312 [ ] @
1Pv6 .
[ =t 192168121 az ® %]
DNS
DHCP
Proxy
Bypass Proxy For Hosts a +
Routing
[ 1Pva Address IPv6 Address. Description
Load Balancing
[] 102.188.12201-19216812.254 - uTMOA
@ Firewall : O 192.168.11.201-192.168.11.254 - UTM-DEV
& ven > [0 102168.21-192.168.2.255 - Dedicated devices
O 10216811195 =
@ Security
o UserManagement  * Allow HTTP/HTTPS Service a +
& System > [ Mame Proxy Port HTTP/HTTPS Status
B Logs&Report [ HTTP_WebAdmin_Partal 88 HTTP
@ Support [ sMTP submission 587 HITP =
O HazTcR 1720 HITP
HTTP 80 HTTR -
Direct Access for Web Domain a + Exclude Web Domain with Invalid Certificate a +
] Web Domain [] Web Domain

O 1010105254

O lifecycleghtpl.oom

PR TR

[ pushbitdefendernet

Proxy Settings

Bypass Secured Traffic
® Bypass Segrite update sites

® Include X-Forwarded-For header information
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The following table descrilsthe fields on the pageconfigure as required

Field

Description

Proxy Server Settings

Displays the proxy server interface, IP address, port, and s
whether enabled or disabled.

Bypass Proxy settings
for Hosts

The computers in your network whose IP aglsB is added (¢
the Direct Internet Access list caretgunfiltered access t¢
Internet. No content or Web filtering policy is applied to the
addresses in this list. This feature can be used for
computer/laptops of key persons, such as the Directothef
company, VP, etc. so that they get unrestrici@ctess to the
Internet. You can add a single IP address or a range

addresses to this list.

Note: You should not configure the proxy in the browser of
user.

Allow HTTP/HTTPS
service

Displays tk list of added services, proxy port and status of
service, whether ON or OFF.

Direct Accesfor web
domain

Use this section to add the Web sites that should
unrestricted or need to be accessed directly without any v
filtering. This featurecan® dza SR T2 NJ G4 KS (

Bypass Secured traffi

Use to option to bypass all sites that are secured,URls
beginning with https.

BypassSeqriteupdate
sites

If you select this option, albeqrite sites used for obtaining
updates will be directly accessible without any monitoring ¢
control. This feature allows aéleqrite UTMproducts deployeo
in the network to be silerly updated.

Include XForwarded
For header
information

To provide extra privacy to the end user, tBeqrite UTMcan
be configured to remove the “RorwardedFor' HTTP heade
By default this option is enabled in ti&eqrite UTM Disabling
this option ren2 §S& (GKS Sy R dza SNRa

the HTTP headers in the outgoing requests. You may ne¢
keep this option enabled especially in case of bridge mog
you are using an existing firewall.

Note: There are predefined ports, which cannot be @md. Port 80 is present under
Allowed Normal Traffic by default. Similarly, Port 443 is present under Allowed Secured
Traffic by default.
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Configuring/Editing proxy server settings

1. Navigate toNetwork > Proxy The Proxy server settings page ispliiged wth proxy
interface, proxy IP address, proxy parid status

2. Select the Proxy Interface to edit the settings. ClickEdé icon that is displayed when you
hover. The Proxy server settings dialog box is displayed.

3. Modify the Interface name, IP addressoRy port, and proxy status whether enabled or
disabled.

4. ClickApply.

Routing

Routing is the process of moving dapacketsfrom one computer toanother computer
through a network Routing helps in selecting the optimal path in the netwarksend the
packets from source to destinatioRouting is performed by a dexhted device called asuter
that forwards packets using either route information from route table entries that you
manually configure

Seqrite UTMrovidesfeatures to configue the following two types of routing:
i Static Routing
1 Multicast Routing
1 Policy Based Routing (PBR)

Static Routing

Static routing helps todefine expicit paths between two routers ands not updated
automatically You must manually reconfigure the static routevhenever network changes
occur.

The Static Route featur®n Seqrite UTMallows you to configure a routasingwhich Seqrite
UTMcanuse toforward the packetto a particular destination. A static route causes packets to

be forwarded to a destinationsing a gatewagther than the configured default gatewayou

canadd or delete thestaticroutesor set the status from ON to Off ofce versa as requiredf

you settherouteto OFE KSy (Kl 0 aidFGAO NRdziS A& NBY20OSR

Adding a Static Route

1. Navigate toNetwork > Routing > StatiRoute The StaticRoute page is displayed wtin
displays thdist of addedstaticroutes.

2. Clickthe + @Add) iconto add a route.Thefollowing page is displayed.
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Status [ ]

w

Select the Status &8n.

N

. Enter theNameof the newstaticroute.

Configure the destination / target IPsing the Network IP fieldClick + (Add) to display the
Network Definition list.You can browseand select or create anew Network definitions
using the designated icons.

6. Configure the next hop in the route using the Gateway fi€ltick+ (Add) to display the
Network Definition list.You can browsand select or create a newNetwork definition
using the designated icons.

7. Select the interface for the routing tablethrough which you want the packets to be
transmitted.

8. Enter the Metric value Metric depicts the administrative distancerfa route. Default
metric for static route is 1. This value allows the router to decide a priorityaftype of
routing.

9. ClickApply. The new route is displayed in the ligith the operational status.

Multicast Routing

Multicast is a technigue for oa-many communication over an IP in a network. In Multicast
Routing one sender sends data to multiple known recipients. Using multicast, a source can send
a single copy of data to a single multicast IP address. The data sent to this IP address is then
forwarded to all the members of thassociatednulticast group.

Multicast uses network infrastructure efficiently by sending a packet only once, even if it has to
be delivered to a large number of receivers. It saves bandwidth by sending packets only once
overeach link of the network.

Sqrite UTM acts as a multicast router that receives multicast data from Hesver and
forwards it to the specified multicast grougeqrite UTM supports the following 2 modes of
multicast routing:
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1 Sparse mode: Sparse mode iddor transmission of data to nodes in multiple Internet
domains, where it is expected that only a small proportion of the potential nodes will
actually subscribe.

1 Dense mode: Dense mode, in contrast to sparse mode, is used when it is expected that a
large proportion of the potential nodes will subscribe to the multicast. It implicitly builds
shortestpath trees by flooding multicast traffic domain wide, and then pruning back
branches of the tree where no receivers are present.

Multicast Routing Sparse mod e

Setting up multicast routing in Sparse mode involves the following 3 steps:

1. Add a multicast route.

2. Add a custom firewall rule to open the UDP port to allow multicast traffic.

3. Add a custom firewall rule tallowthe IGMP traffic from UTM to destinatiomze.

Step 1: Adding a multicast route.
To add a multicast route:
1. Navigate toNetwork > Routing > MulticastThe multicast routing list page is displayed.

rite
nified Threat Management (UTM)

Multicast

Multicast Route Status

& Network
& Multicast Mode ® sparse Dense

Interface

Reset
IPv6

DNS
Multicast Sparse Rule List +

DHCP
Name Status Multicast IP Destination Interface(s) Operational Status

Proxy

Routing

Static

Multicast Multicast Dense Rule List -

Policy Based
MName  Status Source IP Source Interface Multicast IP Destination Interface(s) Operational Status

Load Balancing

3 Firewall

2. Select the Multicast Route StatusB&sabled
3. Select the Multicast mode &&parse

4. Click the+ (Add) iconin the multicast Routingjst to add a multicast route in Sparse mode
section The Add multicast route page is displayed.
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- .-:\ Seqrite
= "®ur unified Threat Management (UTM)
4t Dashboard )
Multicast
@ Definitions Home / Network / Ruting / Multicast / Add
1 Policy
®  status

B Network

Interface

or3:2

IPvE

DNS ’ Multicast IP * + Destination Interface(s) *

DHCP

Policy Based

5. Enter theNameof the new multicast route.

6. Add the Multicast IP. This is the multicast group that will receive the data.dblittle +
(Add)icon. The Network definitions dialog box is displayed. You can select the Multicast IP
from the list or you can also create a new network definition. Click on Create Definition tab,
enter the multicast IP details here and click Save.

Note: You can use Network Definitions only in range of 224.0.0.0 through 239.255.255.255
as the data is multicast in nature.

7. On the Add multicast route page, select thestination Interfaceto which the sender would
multicast and through which the data wilkbreceived by the multicast group.

8. ClickSave The multicast route is added and displayed in the table.

— O\ Segrite 2
= ":‘l Unified Threat Management (UTM) © L Bad

€ Dashboard )
Multicast

[ Definitions

@ Policy
Multicast
¥ Network

Interface O Enabled ® Disabled

1Pv6
@ Sparse ") Dense

Reset

Multicast Route List

] Name Status Source IP Source Interface Multicast IP inati i Status

Mul st
[] MulticastRoute1 on : : 224.10.10.10 etht @

Note: Hover above the multicast route and use the Edit icon to change the status of the
multicast route.

Step 2: Adding a custom firewall rule to opghe UDP port to allow multicast traffic.

1. Navigate toFirewall > Custom Rules
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2. Clickthe + (Add) icon. TheAdd Custom Rulgsage is displayed.

'0:\ Seqrite

'®a” Unified Threat Management (UTM)

{2 Dashboard
B Definitions
@ Policy >
Rule Information
¥ Network >
£ Firewall
Default Rules
Interzone Rules
Custom Rules
Forwarding Rules
Source Settings
& VPN
Source Zo
LAN

Security

User Management ? Source

B Logs & Reports >

@ Support >

Service

] Associated Services

System > [ Associated Addresses

Custom Rules

Hast(s)

Protocol Source Port Destination Port

The following table explains the fieldsonfigure as required

Name

Enter a Name for theustom Multicasi) rule.

Action

Select the action a8cceptto allow the connection and permi
the packet to traverse through the netwark

Source Zone

Select appropriate source zon&ource zone list contains LA
WAN or DMZ as options.

Source Interface

Enter the Sourcenterface

Source This is multicast sender's IP. You can browse, add or delet;
Network Definition using the respective icons
Service This is the multicast port. Add the Service definition

multicast port.

Note: While adding the service definitiaelect the Protocol a:
UDP and the option for Destination port as ports and enter
value for ports as 4321.

Destination Zone

Select appropriate destination zone from the Destination Zi
list. Destination zone list contains LAN, WAN or DMZ
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options.

Destination Interface Select the Destination Interface. The multicast receivers art
these interfaces.

Destination Select the intended multicastestinationaddress here.

3. ClickApply. The rule is added in the custom firewall list.

Step 3: Add a custorfirewall rule to allow the IGMP traffic from UTM to destination
zone.

1. Navigateto Firewall > Custom Rules
2. Clickthe + @Add) icon TheAdd custom firewall rule page is displayed.

a8 Searite
]

pa? Unified Threat Management (UTM)

Custom Rules

Rule Information

Name* Accept -

Description

Source Settings

LAN

B UserManagement > Source "

System > [] Associated Addresses. Host(s)

) Logs & Reports

(7) Support

Service +

[] Associated Services Protocol Source Port Destination Port
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The following table explains the fieldsonfigure as required

Name Ente a Name for theustom (GMB rule.

Action Select the action as accept to allow the connection and permit
packet to traverse through the network.

SourceZone Select the Source zone as UTM
Source Interface .N2gaS YR IRR (KS LkSna2 N]J 5
Source This is multicast sender's IP. You can browse, add or deletq

Network Definition using the respective icons.

Service This is the multicast port. Add the Service definition for IG
Browse and select theService defiiion for source ad

DWSE DEFINITION CREATE DEFIMITION

Canecel

destination ports to allowGMP traffic. If service definition doeg
not exist, use the Create Definition option to create a ser
definition to allow IGMP trafficNote: While adding the servic
definition select the Protocol as IGMP.

Destination Zoa Select appropriate destination zone from the Destination Z
list. Destination zone list contains LAN, WAN or DMZ as optior

Destination Interface Select the Destination Interface. The multicast receivers are
these interfaces.

Destination Browse§ R ' RR (KS bSiig2N] 5STAY
Advanced Settings Select the settings as applicable for optionghofive Loggingand
Apply NAT

3. ClickApply. The rule is added in thaulticastrouting list as shown in the figure below
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= ":‘ Segrite
'®ar Unified Threat Management (UTM)

£ Dashboard .
Multicast
Definitions > Home / Netwark / Routing / Multicas
@ Policy >
Multicast
% Network
Multicast Route Status
Interface ) Enabled @ Disabled
IPvE Multicast Mede
@ Sparse O Dense
DNS
DHCP >
Reset
Proxy
Routing v .
i Multicast Route List +
i Static
: [] MName Status Source IP Source Interface Multicast IP oy
i-- Multicast
H [] MulticastRoute1 on - - 224101010 ethi @
*--Palicy Based
Load Balancing

Multicast Routing De nse mode

Setting up multicast routing in Dense mode involves the following 2 steps:
1. Add a multicast route.

2. Add a custom firewall rule to open the UDP port to allow multicast traffic.
Step 1: Adding a multicast route

1. Navigate toNetwork > Routing > Multiast Route The multicast routing list page is
displayed.

.o:‘ Seqrite
'®a’ Unified Threat Management (UTM)

& Dashboard .
Multicast
[ Definitions > Home f Network / Routing / Multicast
@ Policy
Multicast
¥ Network @
Multicast Route Status
Interface @® Enabled O Disabled
IPv6 Multicast Mode
Spe @ D
DNS
DHCP
Reset
Proxy
Routing v
Multicast Route List +
L statie
H [] Name Status Source IP Source Interface Multicast IP
i Multicast
“--Policy Based
Load Balancing

2. Set the Multicast status @snabled
3. Select theMulticast Mode asDense Click onApply.
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4.

in the Multicast Dense list)ick+ (Add) iconto add a multicast route in dense mode. On
clickingAdd, the following page is displayed

— Q% Searite g ]
= 12Y Unified Threat Management (UTM) @ £ Badmin

Cancel

Enter theNameof the new multicast route.

6. Select theSource AddressThis is the IP from where the multicast traffic will originate

Select theSource InterfaceThis is the interface through which the multicast dateeist oy
the Source IP.

Add the Multicast IP. This is the multicast group that will receive the data. Click on the add
icon (+). The Create network definition popup is displayed. Enter the multicast IP details
here and cliclSave

On the Add multicast routgpage, select the Destination Interface to which the sender
would multicast and through which the data will be received by the multicast group.

10. ClickSave The multicast route is added and displayed in the table.

= ’0:‘ Seqri

eqrite
= '&%7 unified Threat Management (UTM)

Multicast

Multicast

Policy Based

Note: You can change the status of the multicast route using the Edit button icon
provided besides the Name column of the multicast route list.

Step 2: Adding a custom firewall rule to open the UDP port to allow multicast traffic.

1. Go toFirewall > Custom Rules
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2. Click onAdd. TheCustom Rulerewall rule page is displayed.

ssssss

st
O weggmg
1 cospnar

Seures Sevings

Advanced Sertings

[

The following table explains the fields on the pagenfigure as required

Name Enter a Name for the Multicast rule.

Action Select the action as accept to allow the connection and permit the packi
traverse through the atwork.

Description | Enter the description about the new custom rule.

Source Zone

Select appropriate source zone. Source zone list contains LAN, WAN or [
options

Source Enter the Source Interface

Interface

Source This is multicast sender's IP. urgean browse, add or delete the Netwo
Definition using the respective icons.

Service This is the multicast port. Add the Service definition for multicast port.
Note: While adding the service definition select the Protocol as UDP ani
option for Desination port as ports and enter the value for ports as 4321.

Destination | Select appropriate destination zone from the Destination Zone list. Destin:
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Zone zone list contains LAN, WAN or DMZ as options.

Destination | Select the Destination Ietface. The multicast receivers are on the
Interface interfaces.

Destination | Select the intended multicast address here.

Advanced Active: BY default the rule is active after you create it. You can choos
Settings render it inactive by remove the checkbox.

Slect the Logging check box to enable logging of the changes to Intel
firewallrules.

Select the settings as applicable for options of Active , Loggimdj Apply NAT

4. ClickApply. The rule is added in the custom firewall.list

Policy Based Routing(PBR

PBRhelps you irrouting packetsas per thedefined policy forthe traffic flow. Youcan usePBR

if you want certain packets to be routetirough away other than theoptimal path. It also
allows you to specifa path for certairtraffic and oute packets based ocompanypolicies For
example, you can implement routing policies to allow or deny paths based on the identity of a
particular end system, an application protocol, or the size of packets.

The PBR feata on Seqrite UTMelps you tocreate policies to configure traffic to be routed as
per defined criteria for the interfaces. The routing can be based oria@ving:

1 Source type

1 Source interface
1 Servicebased

1 Destination

If network traffic passing thnagh Seqrite UTMsatisfies the provided criteria, traffic will be
forwarded through a target network interface link or target gateway.

The PBR criteriaan be a combination of source netwdr interface, source IP addressurce
network/user/group, service,itne category and destination network. Thus, PBR allowtheo
administrator to differentiate traffic based on various filters rather than just destination IP
address in packetherebyproviding granular control over network traffic.

Enabling PBR

1. Navigateto Network >Routing> Policy Based
2. Taggle the status button to enable theBRstatus
3. ClickSave
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Adding routing policies
1. Navigateto Network > Routing> Policy Based

2. ClickAdd. The following page is displad

— 'O:\ Segrite
'@+ Unified Threat Management (UTM)

€ Dashboard .
Policy Based Route
Definitions > & Home / Network / Routing / Policy Based
{2 Policy
PER Status
. Network
Interface Policy Based Route List a +
1PV [] Name Status Route Type ‘Source Type Source Interface Service Destination Network Target
DNS 2 No data available.
DHEP >
Proxy
Routing
[E—
H Exclusion aQ +
-~ Multicast
*- Policy Based [] Name Source Service Destination
Load Balancing Mo data available
& Firewsll >
& VPN
& Security >
B userManagement > Apply Cancel
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3. The following table describes the fields on the pagenfigure as required

Field

Description

Name

Unique Policy Based Route rule name which is used to identify the r

Position

Each Policy Based Route rule will have a position among aly Balsed
Route rules. Rules will be applied based on their position. So rule &
first position in the list will be applied first to the network traffic, if th
rule satisfies the criteria traffic will be forwarded to Target netw
Interface as mentioed inthe rule.

If first rule is not applicablethen the next rule will be applied. Thi
processwill be continued till the last Policy Based Routing rule.

Source
Interface

All local network interfaces (LAN, DMZ, HAMNN network bridge
interface LA inteface) will be listed in here. One or momg anysource
network interfaces can be selected from the lithis is the interfacg
from where the packets are coming.

Source
Type

Policy Based Route rule can be applied on Users, Group, IP Addr
AddressRange, and Network definitions. Select one of these gype

Source

Displays the list according to the source type select8dlectthe
Source.

Service

Select Service definitions for which this rule should be applicg
Service is identified based in sgaerport or destination port or both
(SeeDefinitions for more details of Service Definitian)

Route Type

Route Type can either be Interface Route or Gateway Route. If net
traffic has to be forwarded through a networnkterface, Interface Routs
option should be selectedOnly WAN interfaces are listed in Interfa
route.

Gateway Route can be selected, if network traffic has to be transfe
to a gateway (IP Address) reachable from any one of the config
network interface.Only Hosts are displayed in the list.

Target

Target can either be a network interface or a gateway based on R
Type. If Target is not active then traffic will be forwarded throu
default system routing decisiorDisplays the list based on thReoute
Type selected.

Time

Select respective time category(s), if Policy Based Routing rule is
effective fora specific time. If Time Category is not selected, it will
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Field Description
Category | set to Default time category.

Destination| This is the destirtion where thepackets are forwardedTraffic can be
Network forwarded based on the destination network. If not selecteshy
destination network will be considere@nly list of Network definition
are displayed(SeeDefinitionsfor more details of Network Definition)

3. Make the required changes antak Apply.

Deleting a routing policy
1. Navigate toNetwork > Routing
2. Select the policy that you want to deletendclick Delete.
3. ClickOKon the coriirmation box. The policy is deleted.

Changing the priority of policies
1. Navigate toNetwork >Routing

2. Click the type, whether Static, Multicast or Policy Based. The corresponding policy list is
displayed.

3. Select the policy for whiclyou want to change thepriority, dick the Change Priority
arrows, up or down as required to change the priority.

4. ClickSave

Adding exclusions to PBR

You can exclude aetwork traffic fromthe Policy Based Rog rules using the Exclusion
section on the PBR list page. You ead a criteria in Policy Based Route Exclusion for this
network traffic.
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1. Navigate tdNetwork>Routing> Policy Based

2. Click+ (Add) in the Exclusiorsection The following page is displayed.

'0':‘ Seqrite

2 Unified Threat Management (UTM)

[ Associated Addresses Host(s)

ssssss

Service

[] Associated Services. Protocal Source Port Destination Port

[] Associated Addresses Host(s)

In the Basic sectionnger the uniqueNamefor exclusion

4. Slect Source definitiorfs) theby browsing, adding or deleting unwanted definitions using
the icons provided

5. SelectService definitiorfs)using the icons provided.

6. Selectthe Destination Networkby browsing, adding or deleting unwanted definitions using
the icons provided.

7. ClickApply.

Load Balanang and Failover

Load balancing helps in balanciting Internet traffic in case you have more than one Internet
connections. You can set the weightage for the Internet corinestwhich helps to describe
the amount of traffic that will pass through the respectM#Ninterface. Higher the weightage
more traffic is allowed through thatVANinterface You can also set the priority of tH&AN
interface that defines which interfacewill be usedinitially for the network connection
establishment The topmost interface in the table has the highest priorithus load balancing
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helps in achievingptimized utilization of all linksgistributed network traffic andmproved
user performace without overburdening any links.

Seqrite UTMalso provides théailover feature in which if any link is dovemavailablethen the
traffic will be divertedthrough the otherlink which is active This helpsthe user to get an
uninterrupted Internet connectivity.

Note: If Load balancing option is enabldétien no interfacecan be configuredas default
interface.

Configuring Load balancing/Failover

1. Navigate toNetwork >Load BalancingThe Load Balancing screen is displayed with the list
of the configurednterfaces connected to the Internet.

Load Balancing

Load Balancing Q

Network Interface Name Weightage Level Link Check Method </ Detection IP/Domain

eth eth1 1 4 Load Balancing ~  lcmP 88838

eth2 eth2 0 | Load Balancing - cMP 8.68.8

2. Enter theWeightage value for each interface. Weightage decides the amount of traffic that
will be sent through the interfaceFor example: if there are 2 interfaces ethl and eth2 with
weightage 1 and 10 respectiye then during load balancing most of the traffic will be sent
through eth 2 which has weightage as 10.

Note: By default the Weightage is one. You can enter a value less than or equal to 99.
3. Select the Level for the interface as load balance. The foitplevels are availahle
i.  Default Route Select this option if you want to set the interface as default route.

. Load BalancingSelect this option if you want the interface to participate in load
balancing. You need to select this option fotesst 2 intefaces for load balance to
work.

ii. Failover Select this option if you want to set the interface for failover.
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iv.  Not a participant Select his option if you do not want the interface to be a
participant in load balance or failover.

You can also add new levédts failover. Depending on the failover level the interface will be
up during failover.

4. Canfirm the link check method and Detection The link check methods checks if the
interface is up and connected. You can configure the mettCMP or DNS. TBeqite
UTMpings the configured DNS or IP to check if the interface is up and connected.

5. If you want to configure the Advanced options, clakvanced Configure the failover check
time, WANinterface, Number of tries, Number of successd Receive timeoutluration.
Note: It is recommended to use the default valuésyou configure a higher number of tries
or a high number of succesSeqrite UTMnight experience a degradation in performance.

Working:Seqrite UTMuvill periodically check the configured WAMNerfaces for connectivity
as per specified duration in Failover check time using the configured Link rcie¢ic&d for
that interface.

The value specified for number of tries is number of ping/lookup attempts to cA&EM
connectivity using the configudelink check method for that interface. The numiadr
success value is the number of successful attempts that must result from the ping/lookup
attempts (number of tries) to maintain the interface as valid for load balancing.

The ratio of the number of teis to the number of success decides if the interfescealid for
load balancing. If the successful ping/lookup attempts is less i efined value under "
Number of success", the interface is rendered invaliddad balancing till the next round of
attempts to check connectivity which repeatfter the duration specified in Failover Check
time.

For e.g. If the number of tries is specified as 5, and the Number of succesatiBsany
value of successful attempts less than 3 will render the iatfinvalidor load balancing till
the next check attempt.

The 'Receive time' out in secs and millisecs is the durationSkagtite UTMwill wait for
response between consecutive ping/lookup attempts. If the ping/loo&tipmpt is
successful as per thatio defined for number of tries to number of succefsther

attempts to check connectivity are abandoned and interface is held f@lidad balancing
till the next round as defined by Failover Check time.

6. ClickSave

84



Chapter

Firewall

Firewall

Hrewall is a network security system that helpdiltering the incoming and outgoing network
traffic based on the applied rule set. A firewall establishes a barrier between a trusted, secure
internal network and another network (e.g., the Internet) thatassumed not to be secure and
trusted. All packetsentering or leaving the intranet pass through the firewall, which examines
eachpacketandtakes specific actionsnthose that do not meet the specified security criteria.

Using the Firewall feature, yozan set theSeqrite UTMo filter the information coming in and

going out of your private network. ThHeeqriteUTM firewall examines each network packet. It

then determines whether to forward it to the destinatioAs the Firewall works on the base

rued RSye S@OSNBUKAYIAS (KSEY Rt AFO2YWHAYy IgMNEH dbady
the private network resourceSeqriteUTMfirewall allows you to create rules based aones,

service, source and, destination address. A zone lsg&al group of network interfaces to

which a sectity policy can be appliedn every rule, accessascepted/rejected/droppedased

on the configured action.

Default Firewall rules

There ae few rules that need to be sdiy-default for some zones in firewall. These default
rules are irbuilt on the Seqrite UTM The Default Rules page displays the list of default rules
that are seton the Seqrite UTM

Note: TheDefault ruleshave highest pdrity followed byCustom rulesand then the Iterzone
rules

Viewing default firewall rules
1. Navigate toFirewall > Default Rules'he following page is displayed.
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.0:‘ Seqr

Irite
'9%7 Unified Threat Management (UTM)

@ Dashboard

User Management

Definitions

b & @

Network

VPN

@ Security

Firewall

Default Rules

Interzone Settings

Custom Rules

IP Port Forwarding

IPS

Antivirus

Mail Protection

Default Rules

Default Rules

Name

HTTP Proxy - Gateway Mode

HTTPS Proxy - Gateway Mode

Mail Protection IMAP - Gateway Mode
Mail Protection POP3 - Gateway Mode
Mail Protection SMTP - Gateway Mode
NTP traffic - Gateway Mode

Ping - Gateway Mode

DNS Traffic - LAN

HTTP Traffic - LAN

HTTP Web Admin Portal Traffic - LAN

Source Zone Service

LAN

LAN

LAN

LAN

LAN

LAN

LAN

LAN

LAN

LAN

imap
pop3
smitp
NTP
1CMP
dns
http

HTTP_WebAdmin_Portal

Destination Zone

WAN

WAN

WAN

WAN

WAN

WAN

WAN

utm

utm

UtM

Status

The table displays the name, source zone, service name, destination zone and status of the

default firewall rules.

a c W DN

Inter-zone Rules

The Interzone settings page helps you ¢tonfigure well known globdirewall policieswith a

single clickThis page displays a matrix which shows global intere configuration for firewall
setting. The rows represent the source zone and the column represents the destination zone.
There are Hredefined zones viz. LAN, WAN, DMZ, VPN and UTM. The intersecting cells show
the number of service that are allowed between each sowtestination zone pair. You can

also edit the services under a particular combination of zones by clicking on the trespz=l.

The oneclick global configuration on the Inteone settings page allows you to configure well

known services easily.

Configuring global firewall rules

You can enable / disable the default rule using 8tatusbutton inthe table.

You can search the Default rules by name using the search textbox.

1. Navigate toFirewall> InterzoneRules The following page is displayed.

Click orLive Connectiorto view the list of established connections throughqgriteUTM

You can apply filters on connections by protocol or destination port or both. You can also
search connections with source/destination IP addréssdrop a connection, select and
clickDrop.
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Reset to default

Interzone Settings

>
B Definitions >
>
>

LAN 0 0 se 0 0 0
©  Security v
Firewall v g NA NA N, 0 0

Default Rules ®
DMZ 0 0 se 0 0 0

Inter
VPN 0 NA 0 0 0
utM NA 0 service(s) NA 0 service(s NA

Mail Protection >

Application Control Advanced Settings

@ system > [ Enable logging for interzone ssttings

E Totranslat

B utgoing packets(LAN/DIMZ => WAN only)
B Loa& Revorts

2. Click on thecellin the matrix of a particular souregestination zone pair, where you would
like to add the services. The Service Definition popup is displayed, containing the list of
Service Definitions.

3. Select theService Definition that you want to allow for the soedestination zone pair.
ClickOK You can also create a new service definition if required using the Create Definition
option.

WAN-LAN
[ Hame Source Service Destination Status Logging Action

[ 16MFRule Any Py MNew Service Definition Any Py ® Accept

4. Select the_oggingcheck box to enable logging of the changes to Interzone firewall rules.

5. To translate source IP address, yoan select option for outgoing packetsAN/DMZ to-
WAN only. The following two options are available:

1 Masquerade: Masquerade dynamically translates the IP address. If this option is
selected, then whatever address is on that outgoing interface willgyied to all the
outgoing packets.

1 SNAT: SNAT applies static IP address to the outgoing packets. This option requires IP
address of outgoing interface to be entered.

6. ClickApply.
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Custom Firewall rules

Custom firewall rules are uselefined rules thajprovide you with greater flexibility in defining
and customizinghe security policylUsing the Custom Firewall page you can view, add, edit and
delete the custom firewall rules.

Note:

If there are multiple rules fosame source and destination zone theyou can change the
priority of these rules. The rukbat hasthe highest prioritywill be applied first

Viewing Custom Firewall rules

1. NavigateFirewall > Custom Rule3 he following page is displayed.

LAN-LAN

S IR
o
g
g
v

LAN-WAN

o
i
< < vV

2. Click on the Group name to view firewall rules undee tharticular group.The Custom
Firewall page displays the growypse list of firewall rules if rules have been added.

3. Set the status of the Rule as enabled/ disabled using the button provided und&tabes
column.

Adding Firewall Rules
1. Navigate taFirewall > Custom Rules

2. ClickAdd. The Add Firewall settings page will be displayed.
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03N Searite
@47 Unified Threat Management (UTM)
&) User Management B
Custom Rules
B Definitions >
£ Home / Security / Firewall / Custom Rules / Add
T Network >
5 N N Rule Information
© Sz Name * Accept -
Firevall v
- DefauitRules Description
Interzone Settings
Custom Rules
-+ 1P Port Farwarding
Source Settings
PS > o
Antivirus LAN -
Mail Protection >
Application Control
Source
& System >
[] Associated Addresses Host(s)
B Log&Reports >
@ support >

89



3. The following table explains the fields on the page, configure as required.

Field Description

Name Enter aNamefor the rule.

Action Select the action to be taken fahe traffic as per the rule
The action can be as follows:
Accept Allows the connection and permits a packet
traverse through the network.
Drop: Silently discards the packet from passing through
network and sends no response to the user.
Reject Rejects the connection totally and denies the pacl
from passing through the network. Sends an IC
destinationrunreachable response back to the source hos

Description Enter the relevant information in this field.

Source Zone

Select appropriate sourceone from the Source Zone lig
Source zone list contains LAN, WAN, DMEN, UTM and
Bridge.

Source interface

Enter the Source Interface.

Source Select the source host or network address to which the |
will be applied. You can browse, add or del#te Network
Definition using the respective icons.

Service Service represents the types of Internet data transed via

particular protocols /source ports / destination por,
combination. You can browse, add or delete the Sery
Definitions using the r&pective icons.

Destination Zone

Select appropriate destination zone from the Destinat
Zone list. Destination zone list contains LAN, WAN, [
VPN, UTM and Bridge.

Destination Interface

Enter the Destination Interface.

Destination

Select thedestinaion host or network address to which th
rule will be applied. You can browse, add or delete
Network Definition using the respective icons.
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Field Description

Status Select the status for the rule, whether enabled or disable

Logging Select this option if you wanbtlog activities for the firewal
rule.

Apply Nat This option is used to translate the source IP address
host of outgoing traffic. These are of the following ty
types:

Masquerade Masquerade dynamically translates the
address. If This option i®lected, then whatever address
on that outgoing interface will be applied to all the outgoi
packets.

SNAT SNAT applies static IP address to the outg
packets This option requires IP address of outgoing inter
to be entered.

4. ClickApply. The rile is added and displayed in the corresponding group list.

Deleting a Firewall rule

1. Navigate toFirewall > Custom RuleJhe following page is displayed with the list of rufes
the corresponding group such as LAAN or WAN LAN

ey Searite Firewall rule edited successfully.

'®ar Unified Threat Management (UTM)

Custom Rules

ions
o Fe ’ n m
4 >

LAN-LAN

1 Name Source Service Destination Status Logging Action Descrption

[ Enable IP waffice o Na || Anyieva HTTP Webcache Multicast [ ) Inactive Accept

El UserManagement LAN-WAN
@ System : o . i
Hame Source Service Destination Status Logging Action Description

B Logs & Reports ’ [0 LaMtowan Mufticast HTTP Webcache Any IPV6 [ ] Inactive Accept

2. Select the firewallule that you want to deleteind dick the Deleteicon (highlighted in red)
as shown in figure

3. ClickYesin the confirmation box. The selected rule is deleted.
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(Port) Forwarding rules

Port forwarding allows the network administrators to use one publiad&ress for all external
communications on the Internet while dedicating multiple servers with different IP addresses
and ports to the task internally. It also helps to hide from the outside world services that are
running on the network.

Using the IP/Portorwarding featureon Segrite UTMyou can make a host on your network
accessible to host on the Internet (outside your network), even though they are behind the
Seqrite UTMEntire IP address can be forwarded to allow access to all the ports of a computer
or only specific ports can be forwarded. You can also select protocol while creating an IP/Port

forwarding rule.
You can view, add, edit and delete the IP port forwarding rule using the IP port forwarding
page.

Viewing IP port forwarding rule

1. Navigate toFirewall > Forwardindrules The bllowing screen is displayed:

.0:‘ Seqrite © 0 83
@47 Unified Threat Management (UTM)

it Dashioand

IP Port Forwarding

Rules

o Hatwurc ’ [ Name Status Protocal Source Interface External Port(s)  Mapped IP MappedPort  Logging

T Frewal . [ wian Lan outer ALL ade ethl 0-0 Default Gateway 0-0

This page displays the list of IP port forwarding rules.

2. Set the status of the Rule as enabled/ disabled using the button provided und&tatas
column.

3. Select the logging option undére Loggingcolumn to enable logging for the rules.
4. ClickSave

Adding IP port forwarding rule
1. Navigate toFirewall > Forwardindrules The bllowing screen is displayed.

2. Click thet (Add) icon. The following screen is displayed.
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'0:‘ Segrite

'@ Unified Threat Management (UTM)

& VPN ’ [ Associated Addresses. Host(s)

@& system

Forwarding type

Cancel

Enter theMapping Nane andthe description for the rule
Select the Logging option, if you want to log the activities related to the rule.
Browse or addSource Address(esjsing the+ (Add)icon.

o g bk~ w

SelectForwardingType
A If you select IP, you need to select external IP and beoar add mapped IP.

A If you select Portyou need to select external IP amdowse or add mapped IP along
with the Port(s).

7. Select a protocol from th&elect Protocolist. Protocol list has options as ALL, TCP and UDP.

8. SelectExternal IP External IP ishe WAN interface IP address which will be used in
forwarding. Public computers access this IP address

9. SelectMapped IPa | LILJSR Lt Aa GKS RSadAyl dA2y 02 YLzl S
to be done.You can browse, add or delete the IP address.

10. ClickSave
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Deleting IP port forwarding rule

1. Navigate toHrewall > Forwarding Rules The following page is displayed with the list of
rules:

= ”:\ Seqrite @ L Aadmin

'®ar Unified Threat Management (UTM)

£t Dashboard .
IP Port Farwarding
Hame / Seeurity / Firewall / IP Pon Forwarding

[& User Management

[ Definitions B i
Rules & o
H Network ?
E Name Status Protocol Seurce Interface External Port(s)  Mapped IP Mapped Port Logging
B wven ’ [ WAN LAN Outer ALL ade ethl 0-0 Default Gateway 0-0
@ security 4
Firevall v
Default Rules

Interzone Settings
-~ Custom Rules

-+ IP Port Forwarding

2. Select the rule that you want to deletnd dickthe Delete icon (highlighted in red)

3. ClickYeson the confirmationdialog box, thdP port forwardingule is deleted.
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VPN

Virtual private network (VPN) is a network that is constructed to connect two private network,
such as a company's internal networks over Internet for transmitting data. The syster®Nin V
use encryption and other security mechanisms to ensure that only authorized users can access
the private network and that the data cannot be eavesdropped.

A VPN provides a secure, encrypted tunnel to transmit the data between the remote user and

the comlJr y2 Q& ySig2N]l® ¢KS AYF2NXIFGA2Y GNIyYyaYAli
encrypted tunnel cannot be read by anyone else because the system contains several
mechanisms to secure both the company's private network.

Seqrite UTMhas a provision to creat¥irtual Private Network that allows you to securely

F O0Saa @2dzNJ 2NHIFIYyAT FdA2yQa ySis2N] 20SN) (GKS
certificates for secure authentication during connection. It also allows bothtsitgte and

remote connectionso access the private network.

Seqrite UTMrovides the following three types of VPN:

1 [IPSecd/PN This VPN uses layer 3 IP security standard to create secure tunnels between
the client and the server.

1 PPTPVPN Pointto-Point Tunneling Protocol (PPTP) isework protocol that enables
the secure transfer of data from a remote client to a private enterprise server by
creating a VPN across TCHildsed data networksThis VPN uses MPPE authentication
for connection between client and server.

1 SSL VPNThis VN uses SSL certificates and Public Key Infrastructure (PKI) for
authentication and encryption of the tunnel between client and server.

IPsec

SeqriteUTM allows you to configure IPSec VPN, which establishes a tlneteken a main

server (For ex. Head Office) and a client server (For ex. Branch Office) and allows data to be
sent through it. Both ends agree to various parameters that can be set in terms of address
assignment, encryption and authentication. In IPSecrespared key, RSA key or X509
Certificate is used to establish a tunnel, which helps the data to be encrypted and decrypted
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and prevents snoopingThis arrangementguarantees the authenticity of the sender and
receiver.

There are two types of connectiopsssible in IPSec VPN:

9 Siteto-Site Connectiong To connect the remote sites such as Head Office and Branch
Office.

1 Remote Access L2TP / IPSec{RINing L2TP (Layer Two Tunneling Protocol) to connect
single VPN Client to VPN Serveayer Two Tunnelingrotocol (L2TP) is an industry
standard tunneling protocol that provides encapsulation for sending Ro#HRtoint
Protocol (PPP) frames across paedeénted media.

Live LogsYou can also view the Live logsiBSec/PN connections, by clicking théve logs
button. These logs indicate the current statud®Eed/PN serviceYou can export these logs to
a file or select and stop a particular session uding Stopbutton.

Adding Site to Site IPSec VPN

Using the Site to Site IPSec VPN connection vaboarsch networkscan access theemote
network.

1. Navigate toVPN > IPSec > Site To Siide IPSec VPN screen is displayed thg list of
VPN connectios You can also add or delete IPSec ¥&hhections

VPN Server

® cnabled

Connections +

Remote Access
[] Connection Name Status Public IP Remote IP ON/OFF
PPTP

SSLVPN

© system

@ Log& Reports

2. Togglethe VPN Servestatus button to enablelt is disabled by default.

3. dick the + @Add) icon displayed on the upper right corneffhe IPSec VPN Add screen is
displayed.
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’0:‘ Searite

@ L &admin

'@ Unified Threat Management (UTM)

@ Dashboard
18] User Management
[ Definitions
Network
& VPN v
IPSec v
Site To Site
Remote Access
PPTP
SSLVPN
@ Security
© system
B Log&Reports

@  Ssuppert

@ PSK

[ xautH

PFS

Site To Site

Home / VPN / IPSec VPN / Site To Site / Add

\ection Name

letwork Interface v Remote Server IP.

Local Networks + Remote Networks +

[] Network [ Network

Authentication Type

ncreases the securlty by using additicnal user authentication

NAT Traversal:

Select if the device is placed behind NAT router.

[ compressien

Compresses payload of the packets to improve performance.
[} Dead Peer Detection
Verifies availability of the other peer devices

Generates a new key for each IPSec session.

Advanced Options

() RSAKey () X509
Certificate

Confirm PSK *

Cancel

The following table explains the fields on pagenfigure as required

Field Name

Description

Connection Name

Enter the Conndon Name. This is the unique name for the connect
used for identification

NetworkInterface

Select thenetwork interface on which the VPN server should |
running. These are the WAN interfaces that you have configured ir
Interface section.

RemoteServer IP

Enter the Remote Server.IPhis is the remote public IP on which tl
VPN server is running.

Local Networks

Select / Enter thdocal networks IP address and the subnet maskou
can select multipléocal networks.
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Remote Network
address

Select/ Enter the Remote Network address. This are the Netw
address of the Remote private network.

Authentication Type

Select the Authentication Type from the following options:

1 PSK The preshared key or PSK is a shared secret key whic
shared between He two parties for using the secure netwo
channel. You need to share this key with the remote network u
If you select this option, you need to enter a Pre shared key.

1 RSA KeyRSA is an asymmetric cryptographic algorithm usel
encrypt and decrypt mssages. Asymmetric means that there ¢
two different keys out of which one is given to the Client. If y
asSft SO0 GKAa 2LIWiA2y @&2dz ySSR
/| tASyd IYyR !' RR GKS Of ASyidQa |
text box.

1 X.509Certificate An X.509 certificate is a digital certificate th
uses the widely accepted international X.509 public
infrastructure standard to verify that a public key belongs to a u;
using the identity contained within the certificate. If you sal¢his
option, you need to select the certificate, and enter the remc
Ot ASyiQa OSMNBNZAUGSI iGINL RaA Y 50|

XAuth

Along with the above authorization type, you can also add e
security forauthentication using the XAuth option. Iby select this
option, you get option foracting as a serveor client then you need tg
set a username and password for authentication and share this witt
Client.

Note: Incase you have selected to Act as Client then you need to
the Username andassword given by the server.

NAT Traversal

Select the NAT Traversal option if your VPN server is running
Private IP, in order to allow the source NATed or masqueradekgis
to reach the VPN server.

Compression

Select the Compression option, to cprass the payload of the packe
that arebeing exchanged on the VPN.

Dead Peer Detectiol

Select the Dead Peer Detection option to detect the availability of
Client / Server in the VPN. If you select this option, you need to sp
the Time out perid in seconds and the action to be performed
reclaim the lost resources if a peer is found inactidead). The
following actions can be selected:

Hold: Connection will be held in the same state.

Clear: Removes the entire connection.
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Restart: Stops theutrent connection and reinitiates a new connectiol

Advanced Options | Click the Advanced Optiortab to change authentication algorithm
encryption algorithm and key group settings.

Phase | allows the handshake or authentication. Phase Il create]
actud tunnel. In the Advanced Options dialog box, select the Encryy
Algorithm, Authentication Algorithm and the Key Group from |
options available in the drop down list. These details are used
encryption process. This setting should be the same om @ient
Server.

PFS Enabling this option generates a new key for each IPSec session.

5. ClickApply after entering all the required details.

Adding a Remote AccessL2TP/ IPSec VPN

Using the L2TP (Layer Two Tunneling Protocol) h&psonnect single VPIClient to VPN
Server. Layer Two Tunneling Protocol (L2TP) is an industry standard tunneling protocol that
provides encapsulation for sending PeiotPoint Protocol (PPP) frames across packetnted

media.

You can set the Pre Shared Kayd X.509 certifiatesfor Authenticationand safe accessYou
cansetapre shared kewynd thenadd users who can connect to the VPNs

1. Navigate toVPN > IPSec > Remote Accds® following screen is displayed.

99



VPN

— 3% Seqii :
= '&:‘r u:li]:iléa'rhrutMmagamnt(UTM) @ £ &admin
Gy Dashboard
Remote Access L2TP/IPSec VPN
[ Definitions Home / VPN / IPSec VPN / Remote Asoess L2TP/IPSec VPN
€ Policy
Status o Live Logs
¥ Network
@ Firewall
e f 1P
1PSec
Site To Si
amor
PPTP
- Authentication Type
7 Security _
® Psk X.509 Certificate
@ User Management
& System
B Logs & Reports
@ support Users +
[ Usemame IP Address Current State 57 Status
Reset
2. Select theStatusasEnabled The feature is disabled byethult.

3. Enter theServer nameand Server IPaddress

Enter theVirtual IPPoolrangeof IP addresses that will be assigned to the Remote users for
accessing the private network.

5. Select
1

6. In the

theAuthentication Typeoption from the following:

PSK The presharedkey or PSK is a shared secret key which is shared between the
two parties for using the secure network channel. You need to share this key with
the remote network user. If you select this option, you need to enter a Pre shared
key.

X.509 Certificate An X509 certificate is a digital certificate that uses the widely
accepted international X.509 public key infrastructure standard to verify that a
public key belongs t@ user, using theidentity contained within the certificatelf

you select this option, yoneed to select the certificate.

Users section,dal the details of users whoare authorized toaccess the remote

network. Click+ (Add) icon in the Userssection of the page. Enter thesername and
password Confirm thepassword which will be usd by the users to connect to the VPN
andthen, clickAdd.

7. After all thedetails are addegdclickApplyto add Remote Access IPS€PN.

100



VPN

PPTP VPN

The Pointto-Point Tunneling Protocol (PPTP) is a method for implementing virtual private
networksfor Single E accesdn Seqrite UTMthe PPTP VPN allows you to connect single PC to
the private network. PPTP uses plain text authentication and MPPE encryption for creating a
secure tunnel for connection.

Live LogsYou can also view the Live logs of PPTP VPN cioomg by clicking the Live logs
button. These logs indicate the current status of PPTP VPN service.
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Adding PPTP VPN
1. Navigate tovPN > PPTHhe following screen is displayed.

ite
ni Threat Management (UTM)

PPTP VPN
Status

Virtual IP Pool

Select Subnet

Security

User Management s DMS and WINS Settings

& B @

System i Primary DNS
@ Logs & Reports

@ Support

Users

[ usemame IP Address Current State 5/

Reset

Status

2. Select the Status d&snablel.

3. Enter Virtual IP pool rang#f the IP addresss that will be assigned to the Remote users for

accessing the private network.

4. In the DNS and WINS Settings enter the IP address of the Primary / secondasgrizttS

andthe IP address of the primary / secondary WINS server.

5. In the Users sectigradd theuser details who can access the PPTP VPN. Click (fuaid)
icon in the Users section. Enter the Usernamed Password Gnfirm the password

required for user authentication of the usand then ¢ick Add.
6. After adding all the required detalils, cligipply.

SSL VPN

Secure Sockets Laydrtual Private Network SSL VPN is a form of VPN ths¢s SSL certificates
for authentication.It requires the installation ofroadwarrior clienton the end user's computer.
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SSL VPN used to give remote users accessueb applications, client/server applicationada
internal network connections.

SeqriteUTMfeatures SSL VPN thallows you to import third party certificates or create self
signed certificatesSSL VPN also providthe following types of connections:

1 Server settings
1 Site to Site

9 Single PC remote connection

Configuring SSL VPN Server Settings

Before establishing SSL VPN connections you need to configure the SSL VPbhsBergite
UTM The client will send requégo this server and the server will authenticate tokent as
per the authentication settings. After a successful authentication tuwnnection for
communication will be established.

1. Navigate toVPN > SSL > Server Settingse following screen appears.

O Seqrite =
AN 56 admin
'.jl Unified Threat Management (UTM) @08
@ Dashboard SSL VPN
[ User Management > Home / VPN / SSL VPN / Server Settings
@ Definitions
Certificate Authority
¥ Network ?
- SSL VPN Default CA * v
@ VPN ~
>
IPSec All connection certificates will be signed using this Certificate Authority.
PPTP
SSL VPN
Server Settings
Server Status
Site To Site
Remote Access Enable ® Disable
J  security
@ system

Server Settings

nterface * M Port o

Virtual IP Pool

Network Address * Subnet *

—— Advanced Options

Reset

2. Select &Certificate Authority for SSL VPN and set it as default usingSeeDefaultbutton.
If there is no Certificate Authority, you can also create a certificate usin@Gbatebutton.
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Note: All the SSL VPN connection certificates will be signgdiie default Certificate

authority.

3. By defaulithe SSL VPN Server is disabled. SeledEtiadleoption to enable the server.

4. You can also view the Live logs of SSL VPN connections, by clickinigetHegsbutton.

These logs indicate the current statof SSL VPN service.

5. The following table explains tHelds on pageconfigure as required

Field Description

Interface Select thelnterfacefrom the dropdown list. This is the WA
interface on which the SSL VPN will accept connections.

Port Select oty one of the port from the following:
SSLVPNCP: Select this protocol if remote SSL VPN ser
running on TCPDefault port for TCPis 1194 Customer car
add customized port for SSL VRINd configure firewall ruleg
accordingly.
SSLVPNDP: Select ib protocol if remote SSL VPN serve
running on UDPDefault port for UDP is 1194. Customer (¢
add customized port for SSL VPN, and configure firewall
accordingly.

Virtual IP Pool Enter the Network address of the Virtual IP Pool, th
addresseswill be assigned to the SSL VPN clients. Sele
Subnet

Advanced Click on + to expanadptions

Options

Cipher A cipher (or cypher) is an algorithm for performing encrypt
or decryption. Select the type of Cipher you want to use
your networkfrom the dropdown list

Authentication Select the data authentication algorithm for your network.

Algorithm

DiffiecHellman The Diffi¢Hellman key exchange parameter allows two pari

Key size that have no prior knowledge of each other to jointly estatl
a shared secret key over an insecure communications cha
You can select the length of the DH parameter.

Maximum clients | The maximum number of clients that can connect to the \
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Field

Description

network.

VPN Compressiol

Select this parameter if you want to compsethe data on you
SSL VPN.

Duplicate CN

Select this option if you want concurrent connections for e
user.

Client to Client

Select this option to allow connectivity between any pair
remote systems.

Dead Peer
Detection

Select this option if you wanSeqrite UTMto detect offline
remote systems.

Type of Service

Select this option to geserve the ToS bit for SSL VPN traffic

6. After entering all required informationJick Applyto save the changes

Adding site to site connections to SSL VPN

You can dd sites to your VPN network so that they can have a site to site connection. You must
specify the connection type whether server or client, and add networks from your local
networks or remote networks.

1. Navigate to/PN > SSL > Site to Sit€he site to $& configuration page is displayed.

":‘ Segrite

@© L &admin

@47 Unified Threat Management (UTM)

)
©

Dashboard

User Management

Definitions

2 Network
] Connection Name

& VPN

IPSec

PPTP

SSL VPN

Server Settings

Site To Site

Remote Access

J  security

System

Site To ,S",e -

Connections

Connection Type Current State Status Package

2. Clickthe + @dd) iconon the upper right cornerThe Sitgo Site Add page is displayed.

3. Select theType of connection you want, whether server or client.
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3. If you select the Server type, the following screen is disla

@® L Aadmin

[[] LAN:192.168.21.0/255.255.255.0

Remote Networks

[] Network

— 'o:‘ Seqrite
— '@ Unified Threat Management (UTM)
> Dashboard = p
Site To Site
User Management Home / VPN / SSL VPN / Site To Site / Add
[® Definitions
ap N Server
. Network
& VPN
IPSec > Connection Name *
PPTP
SSLVPN
Server Settings
Local Network
Site To Site
Remote Access O Network
7 Security 4
& system
Additional Commands
Enter commands on newline

The following table explains the fields on the pagenfigure as required

Field

Description

Connection Name

Enter a unique name for identifying the connection.

Local networks

Select the Local networks that are listed in the Lg
Networks sectio.

Remote networks

Select the Remote networks from the list displayed un
the Remote Networks section. If the network that y
want to add is not listed, use thadd button to add the
network. Similarly you can use thRemove button to
remove the netwaks that you no longer need.

Additional commands

Add Additional commands§required.
For example:

route-gateway 10.10.16.1
ifconfigpush 10.10.16.5255.255.255.0
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redirectgateway <defl | local | bypasshcp | bypass
dns>

dhcp-option DNS 10.10.16.100
dhcp-option WINS 10.10.16.200
route 10.10.16.0 255.255.255.0

4. If you select Connection type &dient, the followingscreen iglisplayed:

S Segrite .
SN Uniied admin
"‘1 Unified Threat Management (UTM) [oJyagyt
4 Dashboard . .
Site To Site
User Management Home / VPN / SSL VPN / Site To Site / Add
@ Definitions
Type
£ Network Client e
= ®  upload Manual
@ VPN >
IPSec
PPTP Please select file to Upload.
SSLVPN e
“-- Server Settings
Cancel
“"S\TQT:V Site
“--Remote Access

5. You caruploada PKG file or select to manually configure the settings. If you have the PKG
file, selectUploadoption. ClickBrowseto browseand selecthe file.

6. If you select thevlanual option, you must configure the following details:
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O\ Seqrite F
) Searite admin
"‘l Unified Threat Management (UTM) ©os
4 Dashboard . g
Site To Site
User Management >  Home / VPN / SSL VPN / Site To Site / Add
[® Definitions >
-
£ Network > Client
O Upload ® manual

& VPN d

IPSec ’

peTe Connection Name *

Please enter Connection Name

SSL VPN -

-~ Server Settings Port * +

- Site To Site

3 mport certificate:

-~ Remote Access Certificates -
@ Securit ’
L’ Y CA certificate: *
@ System >

- ’ Client certificate: *
Client certificate.key: *

Remote Server IP Address(es)

[ ] 1P Address

~+ Advanced Settings
User Name Password

BLOWFISH M MD5 A

[] VPN Compression

Compress SSL VPN traffic

Apply Cancel

The following table explains the fieldsonfigure as required

Field Description

Connection Name | Enter the name of the conndohn.

Port Add the port on which your remote SSL VPN Server is run

Import Certificate | Certificate: You can import three files viz. CA certificate, C
certificate and Client certificatd&ey. These files can be ¢
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Field

Description

.pem and .crt format.

PKCS#12: Inopt certificate in .p12 format and provide th
password for file.

Remote server IP

Enter the IP address of your remote site to which remote
VPN Server is bound.

Advanced Settings

Note: This setting must match on both server and client.

Username Theusername provided by the thirgarty SSL VPN server {
connection.

Password The password provided by the thighrty SSL VPN server 1
connection.

Cipher A cipher (or cypher) is an algorithm for performing encrypt

or decryption. Select the type ofigher you want to use fo
your network. This setting must match on both sides.

Authentication
Algorithm

Select the data authentication algorithm for your network.
Authenticate packets with given algorithm. This setting mu
match on both sides.

VPN Comgession

Select this parameter if you want to compress the data
your SSL VPN.

7. After entering required details,lick Apply. After you have added the SSL Site to Site
connection details, it will be displayed in the list. You can change the connectitus $o

ON or OFF.

8. To download a configuration packagdick the Download link. Thispackage is used for

authentication when the Client connects to SSL VPN.

Configuring Single PC remote access for SSL VPN

1. Navigate toVPN> SSL > Remote Acce3he SSL VPRemote access connections list is

displayed. The current connections are displayed in the list.
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SN Seqrite

'&r Unified Threat Management (UTM) @ L &admin
4 Dashboard
Remote Access
UserManagement > Home / VPN / SSL VPN / Remote Access
@ Definitions > .
Connections
H Network ’
[] Connection Name Current State Status Download
v
& ven No data available
IPSec 2
PPTP
SSLVPN v
Server Settings
- site To Site
“-- Remote Access

2. Clickthe +(Add)icon. The Remote Access Add configuration page is displayed.

'0:‘ Seqrite @® L &admin

@4+ Unified Threat Management (UTM)

@ Dashboard
Remote Access
User Management > 2 Home / VPN / SSLVPN / Add
@ Definitions >
% Network > Connection Name *
& VPN v
Username *
IPSec >
PPTP
Password * Confirm Password *

SSLVPN >

*-- Server Settings

+-- Site To Site
H Local Network

*-- Remote Access
[] Name
@ Security >
[] LAN:192.168.21.0/ 255.255.255.0

&) system >

Additional Commands

Enter commands on newline

Cancel

Enter theConnection Name

4. Enter theUsernameand Passwordin the designatedext boxes. Retype the Password in
Confirm Passwordext box.These credentials arased for authentication.

5. Select theLocal networkghat you want to configure for Remote Access from the networks
that are listed.

6. AddAdditional Commandsf any.
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7. ClickApply.
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Content Filtering and Protection

You can filter out all the content that you do not want the users on your network to access. By
filtering content, you protect your network from incong security threats and data leakage,
whether done innocently or maliciously.

The protection feature helps to blocks web threasttop malware, viruses, and phishing attacks
You can also create and enforaeceptable web usage policies.

The bllowing Seyrite UTMfeatures help in content filtering and protection:

1 Intrusion Prevention SystenHelps toprotect your organization's networkdm external
application level attacks, intrusion attempts, malwaresldahreats

1 Antivirus Helps in scanning the system for virus, Trojans, malwares, spywares and multiple
harmful software.

1 Mail Protection Helps in scanning all the incomirand outgoing mails for virusehreats,
spams, suspicious attachments and suspicious keywords

A Application ControlHelps in restricting insecure and low productivity applications

Intrusion Prevention System (IPS)

Intrusion Prevention System is a network security system that protects your organization's
network from external application level attacks, intrusion attempts, malwares and threats. IPS
monitors the incoming network traffic and identifies the potential threats and resgond
according to the rules that are set. An IPS might drop a packet that it determines to be
malicious and block all further traffic from that IP address or port.

Seqrite UTM has an Intrusion Prevention System (IPS) to monitor as well as block the
vulnerability exploitthat attackers use tointerrupt and gain control of an application or
machine The IPS has a poenfigured set of sigatures embedded which are matched with the
signatures of the entering data packets. If any incoming signature matches with an existing
signature the IPSeither drops the packet or sets up an alarm.

112



Security

ThelPScan take the following actions depending on wihtehas been programmed to do:
A Block and drop malicious traffic from the malicious IP address.

A Mark malicious IP/Network as a Black list.

A Mark good IP/Network as a White List.
A

Protect your network from various types of malicious activities.

IPS Default r ules and settings

This section displays the status of IPS and the various settings that fall under IPS and the
relevant information such as the designated action to be taken whether to alert or drop the
suspicious packet, count of occurrences, and the deson.

Configuring IPS Default settings

1. Navigateto Security > IPS> Settings The following page is displayed with the list of
signature groups, the current status, tlwenfiguredactions the count of signatures under
that categoryand thegeneraldesciption.

— (P3N Segrite 2 -
= .':‘t Unified Threat Management (UTM) —o
1 Dashboard
IPS
@ Definitions T
4 Policy >
IPS Y

FH Network b
@ Firewall > Signatures Q
& VPN > Group Name Category %/ Status Action count Description

Securty v Browser ActiveX Vulnerabilities And Exploits Alert - 220 To be finalized

i

1S v ICMP Informational Informational ® Alert - 1s Rules for ICMP info attacks

Rules to detect reconnaissance and probing, Nessus, Nikto, port sca

Settings Alert -
Settings Port Scanner Reconnaissance And Probing » 210 oring, etz

Advanced Infected Hosts Compromised Hosts Alert - To be finalized

Antivirus

ICMP Protocol Anomolies Protocol Anomalies Alert -~ 0 To be finalized

Mail Protection ) .
shellcode vulnerabilities And Exploits Rules to block Shellcode attacks

Application Control

Botnets Botnets Drop T 547 Rules to block Bot networks security threats

e 9 9 0
°
2
o
ES

[ user Management >

IMAP vulnerabilities And Exploits Drop - a7 Rules to block imap attacks -

@ Ssystem
B Logs & Reports

() Support >

2. Configure the status and action as required for the Signature Groups that are displayed. You
can set the action to the following:

1 Alert- The traffic continues to come into your network, but it is shown as alert under
Logs and Reports.

1 Drop- Harnful traffic is blocked, the report is shown as blocked under Logs and Reports.
3. ClickSaveto updatethe setting
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Adding Custom Rules

You might need to add new signatures to your existing signature I8egniteUT™ IPS or add
your own custom signatures. You can do this using the Advanced tab on the IPS page.

1.
2.

6.

Navigate taSecurity >1PS> Advanced The Custom IPS screen is displayed.
ClickAdd. TheAdd New Custom rule dialog boxdisplayed.

0/64

0/128

0/1000

Enter the signature nam description, and the signature in the Custom rule text box.

Note: The name must be unique so that you know what the signature stands for. The
signature must follow the format given below:

alert/drop <Protocol> <Source IP> <Source Pert><DestinationlP> <Destination Port>
(msg:"<Message to be displayed when the signature matches>"; content:"<content to be
matched in packet>"; sid:"<0 to 4294967295>")

Note: The signature criteria can have various keyword:"value" parameters.
The signature must be valahd must not contain any spelling or syntax mistakes.

Enter the custom rule.
For e.galert tcp any any> any 80 (content:"BOB"; sid:1000983;rev:1;).

ClickTest Signaturdo test the signature. This will let you know if the signature is valid or
not.

If the signature is validated, cli@daveto add it to theSeqgrite UTMlatabase.

White List/ Black List

In Internet terminology, a white list is a generic name for a list of IP addresses that are
consideredharmless or genuinéWhitelists are used frequentip network security systems to
allow users to compile lists of IP addresses they wigte¢eive or send packets toh& packets
received from the ddressesn this list are allowedo be delivered instead of being filtered out

or blocked.
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A black list ontains lists of IP addresses of knowunerability explois, potential threatsor
intruders A black list is intended to prevemttrudersor suspected malicious sites from trying
to communicate withyour machineThelP addresss in this list thewill no longer be allowed to
connect to your network. You can add or remove IP addresses tiPBwhite list or Black list
on Seqrite UTM

Adding IP addresses to the WhiteBlack list

1. Navigate toSecurity > IPS> Advanced

2. Cick Addin the White List sectionSimilarly to add IP addresses to the Black List, Atick
in the Black List area.

3. Add thelP addressand select the corresponding sulet mask of the new entry

4. ClickSave The IP address is added to the respective list.

Removing IP addresses from tiWghite / Black list

1. Navigate toSecurity > IPS> Advanced The White list/Black List displays the IP addresses
that have been added to the list.

2. Select the IP address that you want to remove from the list, Bekove

3. ClickYes on the delete confirmatiodialog box. The IP address will be removed from the
respective list.

Enabling logs for White List/ Black List

You can enable the logs to be created for the activity related to the Blaetisthe White
lists.

1. Navigate toSecurity> IPS> Advanced

2. In the Log settingsarea, select the logs that you want to enable. If you want to enable logs
for both Black list and White list select both the options.

Log settings Save
Enable White list logs

Enable Black list logs 7

3. ClickSave
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Configuring the traffic types for scanning

Your organization may require to monitor albound, outbound, as well as intranet traffic. This
feature allows you to monitor all or individual traffic types. To configure different types of
traffic scanning follow the steps given below:

1. Navigate toSecurity > IPS > Advanced

2. Select Scan Request Request and response for each incoming and outgoing type as
required.

3. To disable a configured type of scan remove the check mark against that entry. By default,
the scanning for Inbound Traffic that is traffic coming from WAN is selected.

4. Enable optiorto scan within LAN if required.
5. Enable scanning of encrypted traffic if required.

6. ClickSaveto update the setting.

Antivirus

Antivirus software isa software used to prevent, detect and remove malicious softwanel
infections caused bynalware, including worms, Trojan horses, rootkits, spyware, keyloggers,
ransomware and adware.

Usingthe Antiviruspage, you can enable or disable the Antivirus checking on your network. You
canselectto scanlocal networkand HTTPS trafffor viruses You can specify the type of files
that Segrite UTMshould scan. You can configuseqrite UTMto report suspicious files and
related statistics.

Configuring Antivirus options

1. Navigate taSecurity > Antivirus.
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2. SelectEhabled option to scan virugfectionsin your network.

3.

= 0:‘ Segrite
— '@ Unified Threat Management (UTM)

& Dashboard ANTIVIRUS
3 Definitions ke kg
@ Policy
Status
o o
R Network % Enabled () Disabled
Fir: 1]
VPN
Scanner Settings
@ Security v

[ Enable virus scanning for local traffic

[] SecanHTTPS traffic for viruses

fote: You can scan HTTPS tratfic only if Bypass Secure Traffic is Off.

® Scan All Files (O Scan Customized Files

Mail Protection

Application Control

You may need to install SSL cerificate.

@ L1 Sadmi

5. ClickApply.

In the Scanner settingsption, slect the Enable virus scanning for local traffaption if
you want to enable virus scanning for Local network.

Use he Scanner Setting®ption to select file type for scanning. You can select all bles
customized files for scannindf you select the option as customized files, the lisfilef
types will be displayedselect the required file type for scanningpu can also select to scan
HTTPS traffifor virus infections

Note: You can scan HTTR&ffic only if Bypass Secure Traftiption is Offin Internet
Settings sectionYou may need to install S&irtificate
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Mail Protection

Emails containing malicious attachment, embedded links, and malicious carerbmmonly

used in targeted cyber intrusions. Protective policies should be imposed to ensure that the
content being sent and received in an email is appropriately classified to go across the network.
Enforcement of protective policies on emails helpsminimize the number of data spills and

the exfiltration of data from the network via email. The Mail protection feature provides email
filtration by scanning inbound and outbound emails and make configuration for the following:

1 Global Settings (Mail Protection)

Antivirus scanning

Anti-spam scanning

Attachment control

1
1
1
1

Keywordbased email blocking

Note: For IMAP sever only Antivirus scanning feature is available.

Logging of action and reporting from the email filter is done which can be used for auditing.
Effective logging and auditing helps to identify security incidents thirdadministrator can
check the logs to know why the email was blocked and to determine if the email / content
should be allowed.

Global Settings

Using the global settings page you aamfigurethe followingsettingsthat will be applicable
for all typesof mail scanning:

1 Select and set the footer message to append to the scanned emails
1 Configure the mail server port, as the listening port of mail server SMTP, BQPBJIAP

1 Add the emaibhddresses$o which you want to send notifications. These Notifioas
contain the suspicious emalktailsand blocked emails.

1 Add domains / email ids to whitelist, so that the mails coming from and going to these
domains / email addresses will not be scanned for virus, spam, attachment control and
keyword blocking.

1 Adddomains / email addresses to blacklist, in order to block emails coming from and going
to these domains / email ids.
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Configur ing the mail protection global settings
1. Navigate toSecurity > Mail Protection> Global SettingsThe following page is displayed.

i%8 Searite 2
= |':' @ £~ Aadmil

nified Threat Management (UTM)

Global Settings
Mail Protection [ ]

& Firewall ’ Footer Settings

& veN > [] Add footer to scanned mails

ot
1= Virus Free Mail Using undefined -

Reset

SMTP Port a  +  POP3Port Q 4+ IMAPPort a +

Antivirus ] Name Port ] Name Port ] Name Port

SMTP 25 POP3 110 IMAP 143
AntiSpam

Attachment Cantrol

Keyword Elocking

Application Control
[E UserManagement > Notify To Email ID(s) a +

|
& system > ] Email D Forward Original Mail

B Logs & Reports

(@ Support

2. Toggleand setthe Mail Protectionoption as Enabled.
Note: If mail protection is disabled then firewall rules for the corresponding ports should be
configured.

3. Enable the Footer optioAdd Footerto scanned mailsf you want to append a footer
messagen all incoming and outgoing email message. Enter the medbaggou want to
append in the footer of email in the given text box.

For e.g., you can declare the email/attachment as viras.
ClickApply to apply Footer message.

4. Enter the mail serveport, for SMTP, POP3 and IMAP. Use tadd) button to browse
through the definitions or to create a new definitigirequired.

5. In the Notify to email IDssectionyou canadd email address that will receive notification
about the infected and suspicioummail. You can also forward the blocked / suspicious
emails as attachments to these email i@lick+ (Add)icon inthe Notify to email IDs
section. Select the option to forwarthe original email (that may be suspicious or infected)
if required

6. ClickSave.
Note: To receive an-enail notification, you need to configure SMTP settings first.
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7. To add email address ttne whitelist, clickthe +@dd) icon in the whitelist section. The
Whitelist popup is displayed. Select the white list type, if you want tdeliki a domain or
email address. Enter the domain address / email address in the Address field. Select the
modules for which you want to whitelist domain/ email addreskils from hesedomains
and email addressasill not be scanned.

Note: You can applthe configured whitelist settings simultaneously to the White

list for Antivirus, Antispam, Attachment control and Keyword Blocking by selettieng
availableoptions.

8. ClickSave
Note: The Email address configured in SMTP settings is whitdbgtddfault.

9. To add Domain / email addressttoe blacklist click Add in the blacklist section. Enter Email
ID / Domain name and clid&ve Mail from blacklisted ligd domains ancemailaddresses
will be blocked.

Antivirus protection for mail

The Antivirus fature allows you to scan the mails that are sent and received. You can select to
scan all outgoing or incoming mail or both. You can also set a mail size to be allowed to scan,
emails exceeding the size limit will not be scanned for virus. You can alsguceseqrite UTM

to notify the administrator in case a virus is detected and take an action on the infected mail.

Configuring Antivirus settings for mail protection

1. Navigate taSecurity > Mail Protection > AntivirusThe following page is displayed.

@ System
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2. Toggle theAntivirus scanning optioto enable the feature

3. Select the option to scan incoming or outgoing mail. By defandoming mails are selected
for scanning.

4. Set theScan Limiif you want toskip scanningmailsof large sizeEknter the size limiin MB
or KB. If the email size is more than the specified size it will not be scanned for virus.

Note: The size is the MIME size of email.
5. Select theAction on Virus Foundh the emailfrom the dropdown list

1 Send Original: The original email will be ts€fhis email may contain virus and can be
harmful.

1 Repair and deliver: This option, attempts to repair the malicious email and then deliver
it to the recipient.(Selected by default)

1 Delete and deliver: This option deletes the infected attachment of theaie and
delivers the email.

9 Do not deliver: The infected email will be blocked.

6. Select the option to add &ubject Tago the scanned emails. Enter the subject tag you
would like to append to the email in the given textbox.

7. In the Notification Setting aee lect theSend Notificationoption to send a notification to
the administrator about the infected emails. Enter the subject tag for the notification email.
You can also select the option to attach the infected / stispsemail and send it to the
admnistrator.

8. ClickApply.

AntiSpam

Email spam also known as unsolicited butk&l (UBE), junk mail, or unsolicited commercial e
mail (UCE), is the practice of sending unwantadal messages, frequently with commercial
content, in large quantities to amdiscriminate set of recipients. An argjpam feature helps to
prevent email spam or unsolicited bulk emails from entering email systems using various
techniques.

The Seqgrite UTMAntispam feature helps you to scan the emails and check for spams. Anti
spam when enabled, helps you set a spam protection level which helps in considering emails as
Spam.

Note: This feature is paid and optional. You need to contact customer care to enablgpAnti
feature in yourSeqrite UTM

Configuring AntiSpam settings

1. Navpate toSecurity > Mail Protection >AntiSpam The bllowing screen is displayed.
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—  %am Seqrite e
= "}‘a Unified Threat Management (UTM) el
4 Dashboard .
Antispam
B Definitions E
& Policy
Antispam [ ]

H Network
@ Firewall ’ Scan Mail:

B ven 3 B incoming Mails (Recommended)
P [ outgeing Mails
@  Security
Spam Prataction Lavel
IPS ; Soft Moderate Strict,

B Do not scan mail if it is larger than the set imit

5 = ma - Send Original

[sPam}

Keyword Blocking

Application Control Notification Setting

[0 Send Notification
[l User Management >
Send original mail as an attachment
@ System

@ Logs & Reports

@ suppont

Spam Black List aQ o+

[ Domain / Email ID

2. Toggle the status switch to enalilee featureto scan all the incoming mails for spam.

3. In the Scan mail section, select the optiamether to scan only incoming mail or tho
incoming and outgoing mail for spam.

4. Use theSpam protection Leveslider to set a required level of protectioBy default the
spam protection level is set to moderate that you can change as required. The following
options are available:

1 Soft: Indicats the emails are normal with less criticality.

1 Moderate: Indicates the emails are critical and of moderate level. A good number of
emails will be tagged as Spam.

9 Strict: Indicates the emails are critical and of high level. A large number of emails will be
tagged as Spam

5. Select the optiorfor ScanLimit and specify the size of the email MB or KBIf the emails
size is more¢han the specified sizéhen it will not be scanned for spam.

Note: The size is the MIME size of email.
6. SelectActionto be taken onhe spam email from the following two actions:
1 Send original: Sends the original email to the recipients.
1 Do not deliverThe Spam email will be blocked.

7. Select theSubject Tagption if you want to prefix to the email subject if spam emalil is
detected. En¢r the Subject Tag in the given textbox.
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8. Select theSend Notificationoption to send a notification to th@dministrator about the
spam emails. Enter the subject tag for the notification email. You can also select the option
to attach the suspicious emaid send it to the AdminClickApply to save andapply the
settings.

9. Use the+ (Add)icon to add email addresses and domains to Spam blacklist. A Spam
blacklist contains the email addresses/domains whose mails have to be scanned irrespective
of their conents. Thus, mails from the addresses/domains listed here will be tagged as
"SPAM". This feature will be specifically evoked in case some server has an Open Relay
which is being misused by Mass Mailers and viruses.

10. ClickSave
11.To save the configurations dkntispam page, clickpply.

Attachment Control

Attachment control feature helps you to scan the files that can be attached sent or

received in an emailYou can specify the limit of the attachment size. If the attachment is
greater than the specifiedize then the set actions will be taken. This applies for both incoming

and outgoing mails. You can also specify the extension type and the content type for the
attachments that can be allowed or blocked. The content of the file helps to determine the file
GeLsSod ¢KS FAtS SEGSyaazya Oy 0S8 OKFy3aSR | yR
extension can be treated as suspicious and blocked.
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Configuring attachment control

1. Navigate toSecurity > Mail Protection> AttachmentControl. The following sreen is

P Seqrite 2 i
= yaN e @© L.°&admin
— "“l Unified Threat Management (UTM)
fr  Dashboard ¥
Attachment Control
[® Definitions Home / Mail Protection / Attachment Contro
@ Policy
Attachment Control
 Network
@ Firewall ’ Scan Mail
& VPN > Incoming Mails (Recommended)
@ Ssecurity v Outgoing Mails
Ps Take Action if attachment size is more than
Check total attachment size
Antivirus
Scan Limit Actions
Mail Protection v 2 = mB - Remove And Deliver -
Global Settings
Subject Tag
Antivirus [ATTACHMENT BLOCKED]-
21750
AntiSpam
Attachment Centrol
Notification Setting
Keyword Blocking
[] send Notification
Application Control
Send original mail as an attachment m
[8] user Management
Motifieation Subject
Mail Protection: Attachment Control
© system
© s 351256
B Logs & Reports E
@ Support

Selectthe Attachment ControktatusasEnabled

incoming and outgoing mails for attachment control.

4. Select the option in to scan email with tlspecified attachment size and specify tBeze.

Configure theScan Mailoptions. You can set whether to scan only incoming mails or both

Emails containing attachment greater than the specified size will be scanned. You can also
select to add up the total size of the attachments in the email. For example if there are 3

files attached to the emi&of 2 MB each. Then the total attachment size will be 6 MB.
Note: The size is the MIME size of email.

5. SelectActionto be taken on the spam email from the following two actions:
1 Send original: Sends the original email

1 Do not deliver:For SMTP email wilbe blocked for FOP3 original mail without
attachment will be sent.

 Remove and Deliver: Removes the attachment and sends the email.

Enter the subject tag to be appended to m&ibr e.g: Attachment Blocked.
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6. In the Notification Settings section, enableethoption to send notificationsto the
administratorabout the malicious attachment in the emails. Enter the subject tag for the
notification email.You can alsoedect the @tion to attach the suspicious email and send it
to the Admin.

7. In the File Types ston =lect thefile types for attachments that you want to blackdd,
browsethe file type using the icons provided. The file type contains extension and content
type.

Note: Deleting the file type will only remove the file type from the list.

8. ClickApply to save the configurationsClick Resetif you want to configure the options

again.

Keyword Blocking

Email content filtering performed on the body and subject of an email helps provide-an in

depth approach to email filtering. Encoded content can be usetlide malicious command

that may control the communications originating and intended for the network. For example a
O2YYlIYyR 02 |y AYLXIyd OFy 6S SyO2RSR FyR Aya!
content is detected the email should be blocked.

The keyword blocking feature will identify the string of characters like a word, number, or an
acronym which may be present in subject or body of the email and used for malicious
communications. Using the Keyword blocking feature you can choose to bloak #rat

contain the specified keyword.

Configuring keyword blocking

1. Navigate toSecurity > Mail Protection >Keyword Blocking The Keyword blocking page is
displayed.
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'0:‘ Seqrite ® £ &admin

@4+ Unified Threat Management (UTM)

4 Dashboard i A
Keyword Blocking

[® Definitions

4 Policy
Keyword Blocking

¥ Network

& Firewall > Scan Mail
& VPN > [] Incoming Mails (Recommended)

& Security v Outgoing Mails

Actions Subject Tag
IPS ’ Do Not Deliver - [KEYWORD MATCHED]-

. 18/50
Antivirus

Mail Protection
Notification Setting
Global Settings
[ send Netification
Antivirus
Send original mail as an attachment
AntiSpam

Notification Subject
Attachment Control Mail Protection: Keyword Blocking

33/256
Keyword Blocking

o Reset
Application Control

User Management
Keywords Q +

[ Mame Keyword List Match Case Case Sensitive

@

{© System
B  Logs & Reports
@

Support

2. Toggle the Keyword blockirsgatusbutton to enable the feature.

In the Scan mail sdoh, select the option to scan incoming or outgoing mail as required.

4. SelectActionto be taken on the email which has the specified keyword:

8.

1 SendOriginal: Sends the original email.
1 DoNot Deliver: F the specified keyword is found the email will be bledk

In the Subject Tadield, enter asubject for the scanned emailhis is appended to mail and
sent to therecipient For. e.g Keyword Matched.

In the Notification Settings section, select the Send Notification option to send a notification
to the adminstrator. The option for sending original email as an attachment is selected by
default.

In the Notification subject textbox, you can add a Notification Subject, for e.g " Malil
Protection: Keyword Blocking", this text will be appended to the subject fitlieeomail.

ClickApplyto save thekeywordconfigurations

Adding keywords to the blocking list

1.
2.

Navigate taSecurity > Mail Protection > Keyword Blocking.

In the Keywords section, cliek(Add)to add keywords that need to be checkedemails
for blockirg.
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Phicki g Cedas
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3. Enter the name of the list, the keywords that need to be checked for blockingrttasl and
the matching options, whether starts with, ends with, complete word,contains the
keywords.

4. Select the option for case sensitigheckif required.
5. ClickApply to save the keywordsonfiguration

Application Control

Application Controfeature on Seqrite UTMelps in restricting insecure and low productivity
applications from monitored network environments thus saving on Intebagtdwidth
consumption. It provides a database&if0+ applications which network administrators could
block.These applications may be web based or standalone applicatioasldition these
activitiesare loggedvhich hels tokeep a track and trace thagctivities.
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Configuring application control
1. Navigate taSecurity > Application Control. The Application Control screen is displayed.

Seqrite

i
@47 Unified Threat Management (UTM)

Application Control
me 5 o

[ Definitions 5 | Home/Sscunty/ Application G
@ Policy
¥ Network > Disabled
% Firewll

Note: Enabling Application Control may affect your network throughput
& VPN

) Security Apglication Control

s > [ Application Category 57 Deseription Status
Antivirus 0 aw Protocol
[] Amazon Shopping Online retailer of books and mest sther goods.
Mail Protection
[ ANSA Notify Protocol ANSA Rex protocol notification.
[] AppleUpdate Computers & Technalogy Apple software updating tool
[ UserManagement > [] Avira Download/Update Computers & Technology
[] Backpack | networking
@ System
[] sing Search Engines & Portals
B Logs&Reports
B Logs & Rep 0 ems Protocol Afile transfer protecol for Microsoft updates.
@ Support > O caco Computers & Technology Communications between Computer Associates systems.
[ check Point Computers & Technology Firewall management interface.

Reset

2. Application control is disabled by defautlhggle the satusbutton to enable
Note: Enabling application control migaffect your network performance.

3. By Defaultall the controlled applicationare allowed. Select thepplicationnamewhich
youwantto block.

4. ClickApply. The selected applications will be blockea the Seqrite UTMetwork.
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User Management

You can create users, groups, and apply Internet access policies for groups using the User
Management page. You can perform the following to control and restrict the use of Internet on
your network:

A
A
A
A
A

A
A
A

Qreate users and assign users to specific groups.
Allow groupwise surfing along with limited access to Web sites.
Assign different time slots for groups with restricted access rights.

Allocate bandwidth usage to the users and groups. This feature allowtoykeep a track of
the bandwidth usage along with a statistical report on the same.

Create your Internet traffic policies for network, define and restrict Internet access with the
help of User Management features.

Maintain organization rules and pokd regarding Internet usage.
Create and manage Guest user accounts and their Internet access.

Allocate authentication servers for users.

The User Management page is divided into following sections:

o Users

o Groups
0 Guest User Settings

o Authentication servers

These sections help you to access further options under each section for configuration and
management.
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Users

The Userdeature allows you tananage users that isreate edit, delete userand allocate
them to a particular group. Users can be created locally or imported frorAuginentication
Server. The Users pagelisplays the detds of the userssuch as user name, group name,
authentication, login status, IP/MACQnd details and content filtering status. This page also
displays thecountof total number ofusers that ardogged in.

Users

Total Logged in Users: 0 m

Firewall > Users List +

& wven > [] Name Group Name 7 Status. Last Login Last Active.

Guest Users

Thefollowing information is displayed abothe users

Field Description

Name Displays the logged users name

Group Name Displays the group to which the logged in user belongs
Status Displays he status whether, the user is in enabled stater

disabled state.

Disabled users cannot login and accése Internet.

Last Login Displays the time when the user last logged in.

Last Active Displays the time when the user was last in active mode.

Adding a user
1. Navigate taUser Management Users The Users management page is displayed.
2. Clickthe + (Add)iconon upper right corner. ThAdd Uses screenis displayed
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— %N Searite ;
= o SC0 3
= %2? Unified Threat Management (UTM) © £~ Badmin
£ Dashboard Users b
B oef :
@ Paliey ’ Personal Information
Netwark 8
@ active O Inactive
& Firewall
o VPN N =
0100
@ Sscurity
i M b Des:
[ UserManagement
Use:
Group: Username, /Passwo rd Local -
Users
Authentication Server

Group and Policies
Default

E  Apply group quota policy il

3. Set the status for the user whether active or inactive.

Enter the dza S Ndmg email address, country code, mobile number and relevant
description.

5. You can select the user type, whether candiion of username and password, or IP
address.

1 If you select user type as Username/Password, the follow options as shown in the table
are displayegdconfigure as required.

Field Description
Authentication | Enables you to select the authenticatiomethod, whether loca
type or through Authentication Server (Active Directory or LDAP).

If Local is selected, then the user is created locally the
username and password is stored $aqrite UTM

Note: If the user is authenticated through Authenticatiorr@er
then, the username must be identical to the username on
Authentication Server.

Username Enter the desired username.
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Field Description

Password Enter a password. Password should be alphanumeric

between 6 to 20 characters in length armbntain least one
specia character.

You can also use the Auto Generate Password optior
generate a password.

Send credential yge this option to send the authentication details to us

on mobile mobile

Concurrent Use this option to allow users to simultaneously lodiom

Login multiple system. You can set the maximum number
concurrent login that can be allowed to be Unlimited or Custy
If you select the custom option, then you can set a value for
maximum number of concurrent login.

Binding

Use this option to bindhe Username to a particular IP addre
or MAC address or both as required.

Note: If you bind a user with IP or MAC addrdksn that user
can login only fronthe system having the configured IP or M/
address. You can bind the user with IPv4, IPv6, omh

addresses.

6. If you select theJser TypeaslIP Address option, the following options are displayed.

Field Description

IPv4 Address Enter the applicable IP address if in IPv4 format.

IPv6 Address Enter the applicable IP address if in IPv6 format.

Mac Bnding Select this option to bind the IP address to a particular device.

Enter the MAC ID of that device.

In the groups and policies section, select the applicable group for the above user.

8. You may require t@apply individual Internet Quotaolicy for a uer. To do so, remove
the selection against " Apply Group quota policy and select the Internet quota policies
as required Apply Group Quota policy if requireNote: A group is available only if it is
created earlier.

9. Enable or disable content filtering esquired.
Note: If you disable content filtering for a user, all restrictions placed ubidrir
Categorization policy will be rendered ineffective for that user.
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10. ClickSave The new user will be created and displayed in the list on User management
page.
Editing a User

1. Navigate taUser Management Users
2. Click on the Edit icon (highlighted) of the User Name in the list given on the Users page.

’0:‘ Segrite
'®a’ Unified Threat Management (UTM)
{r Dashboard
Users
&l User Management Harme./ Ucr Managumant / Use
Users
Total Logged in Users: 0 m -mpon
Groups
Guest Users Users List i g @ -

Authentication Server * Name Group Name 7 Statug Last Login Last Activity

N  Definitions » Sameer Default Active Never Logged in

3. Make the required changes the User details
4. CickSave
Note:User name cannot be changed while editingsear.

If you are selecting a different internet quota policy, then you can either select to reset the
previous data usage or continue with the previous data usage. For e.g. A user is assigned a
policy of daily 100MB internet usage and the user has usedViB of data. While editing if

a new policy is selected, then resetting the previous data usage will clear the 70 MB usage.

Deleting users

1. Navigate toUser Management Users Thepagedisplays the list of the users with the User
name, Group nhame, Authentiton, Status, last login and last activity.

’0:‘ Segrite

'®a’ Unified Threat Management (UTM)

4 Dashboard

Users
&) User Management DT S T LTS
Users
Total Logged in Users: 0 m
Groups
Guest Users Users List 7 E 2 -

Authentication Server * Name Group Name 7 Statug Last Login Last Activity

Y Definitions d Sameer Default Active MNever Logged In

2. To delete a user, select the usand dickthe Delete icon as shomin the screenshot

Note: You can also select multiple users for deletion.

Importing users

You can add users by importing the details fromexcel sheet.
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1. Navigate toUser Management Users The Users management page is displayed.

This pagedisplays the list of the users with the User name, Group neBt&tus, Last login
and last activity.

2. Clickimport, the Import Users dialog box is disgkd.
3. Select the applicable group.
4. ClickBrowseto browseand selecthe excelfile containing the user details.

Note: Your spreadsheet shoultbntain three columns. First column should be foiser
Name second forPassword and third for Password Encryptio value. The Password
Encryption column must have a value 0 or 1. If password encryption is O then the password
is in clear text. If password encryption is 1 then the password is encrypted.
First row of spreadsheet contains column description, and willgnered at the time of

importing.
A B C D
1 User Name Password Password Encryption
2 |userl YWRLtaWw5AMT Iz 1
3 user2 YWRLtaWSAMT Iz 1
4 user3 YWRLaWwSAMT Iz 1
5
6

5. Clickimport. The Import Users dialog box displays a message about the successful addition
of users.These users will be listed in the Users list.

Exporting users

1. Navigate toUser Management> Users The Users managememage is displayed by
default.

This pagedisplays the list of the users with the User name, Group neBt&tus, Last login
and last activity.

2. Select tle users whose details you want to export to excel shelatk Export The Export
user dialog box is splayed.

3. In the Export Users dialog box, select whether you want torygst the Users password or
not, and clickExport An MSExcel file exported_users.xls containing the user details is
downloaded on your computer.
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Logging out a user by force

1. Navigae to User Management Users The Uses management page is displayed.
.."j‘l 3:?;.5 Threat Management (UTM)

Users

Total Logged in Users: 0 m
Guest Usera Users List e D 2 n

Authentication Server  * Name Group Name 5/ Status Last Login Last Activity

Sameer Default Active Mever Logged In

This pagedisplays the list of the users with the User name, Group neBit&tus, Last login
and last activity.

2. Select theUser nameand dick the Logouticon as shown in screenshtighlighted in red)
The user is logged out of the network.

Note: You can also select multiple users for logging odibine.

Creating a Guest user
Any user can create a Guest user if the Guest User link has been enabled by the Administrator

for the users.

1. Enter the user login link in the browser address bar, for e.g
http://172.18.36.10/login.html#/dashboardThe login page is displayed as follows:

User Login

Username *

This is required.

Password *

This is required.

D | agree to the Terms of Service

Create Guest Account
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2. Click the Create Guest Account link.

Create Guest Account

3. ClickCrate. The Guest user is created and added to the Guest group by default.

4. The Guest user account will have a user validity defined as per the Guestiyrtup
administrator.

Groups

Group is a collection of users that have san@iqies for accessing Internet. Using the User
Management section you can perform the following functions on a Groups.

A Add a group when you want to specify a new group with new policies.
Delete a group when you no longer want to use the group policiesders.
Delete multiple groups when these are not required.

Search for a group when you want to see details about the group.

o Do Do o

Apply Internet access policy, whitelist / black list Web sites for the group.

Adding a group

1. Navigate toUser Management Groups The Groups page is displayed with details of
groups such as Group name, Guest mode whether enabled, number of users, and details of
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applied policy.

= (2N searite

— '@ Unified Threat Management (UTM)

Groups

B Definiti Home / User Management / Groups
£y Policy

Groups +
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[} Group Name Guest Mode User Count Pohcy
@ Firewall ’ [ pefault Disabled o Detsis
& wen 3 [ cuest Enabled 0 Details

O Localuser Disabled o Detsits
& Security
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Advanced Settings
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Authentication Server e
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Fie Sz Eicking Kepwerd Biacking
Canel

Enter the group name and the relevant description.

Under Advaoed settings, select the option to Allow users from this group to change
password if required. You can also force user to change their password at first logon by
enabling the designated option.

5. Enable the Guest mode if requireld enabledconfigure thefollowing options:

137



User Management

6.

1 Enter the maximum number of users allowed in the group.

1 Select the Auto Purge after expiry option to delete users after expiry.

1 Set the user validity time in days and hours as required.

Note: You can enable Guest User mode only when g@ate a group, later you cannot

edit group to enable Guest User mode.

In the AssociatedJsers section, select the required groups and the associated members. To

remove any member, select the member and click the delete icon.

In the IP range section, yowart also enter the range of IP address i.e from a particular IP
address start IP address and end IP addrgss. can also specify the same IP address for

end IP address for a single IP address.

In the policies section, configure the options for the follogvipolicies as described in the
table:
Field Description
TimeQuota Lets the user access Internet as per fetting in the appliegolicy.
Internet Allows you to set the internet access limit for users of the group.
Quota following options are avaible:
Disabled: Provides unrestricted data usage to the users of
group.
Enabled:Allows you to select Internet access policy from the gi
dropdown.
File size File size Blocking Restricts upload or download as per the file siz
blocking configured in
the applied policy.
Bandwidth Lets you apply the bandwidth control policies.
Control
URL Enable URL categorizatiand select the applicable politiyat you
Categoization | want to apply for new group.
Note: URL categorization for group will work onlghé URL
Categorization is enabled in Content Filtering. (SEd
Categorizatiorior more information)
Domain wise:Use the Add button to add domains that the user (
browse safely. To remove a domain from the,|select a domait
and then clickkemoveon the upper right side.
Note: If you select this option, then only the domains added in
list will be allowed for that group and all other Web sites will
blocked.
Keyword Blocks network traffic ift contains words that are defined in th
Blocking applied Keyword blocking policy.
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Note: You must create the policies before you can apply them to groups.

9. When you have finished configuring all the above options, Salke

Editing a group
1. Navigate toUser Manaiement> Groups

2. Select theGroup Name in the list given on the Groups pagad click the #it icon that
appears (highlighted in red). The Edit group page is displayed.

— .0: Seqrite
— '@ Unified Threat Management (UTM) @ 40 As

{2+ Dashboard
Groups

User Manage: 4

Users — 5 '

[ GroupName Guest Mode Mo of Users Policy

[0 Default Disabled 1 Details

Guest Enabled 0 Details

3. Make the required changes the Group details.
4. CickSave

Note: Groupname cannot B changed while editing group. You can enable Guest User
mode only when you create a group, later you cannot edit group to enable Guest User inode.
you are selecting a different internet quota policy, then you can either select to reset the
previous d#éa usage or continue with the previous data usage. For e.g. The users of a group are
assigned a policy of daily 100B internet usage and the user has usedMB of data. While
editing if a new policy is selected, then resetting the previous data usageleal the 70 MB
usage.

Deleting a group

1. Navigate toUser Management> Groups The Groups page is displayed with details of
groups suchwhether guest mode enablesyumber of usersand applied policies

2. Select the group that you want to delete and clibke Deleteiconon the upper right side to
delete the selected group. You can select multiple groups at a time for deletion.

Note: If a group is deleted, the users are assigned to the Default Gbmfpult and Guest
group cannot be deleted.
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User Settings

In this section you can configure the settings for the users as well as the @&ezst You can
enable a Guest User link to appear on the users Ipgge so that theycan create a guest user.
You can also set the default paggd strengthfor both user types, users and Guest users.

A Guest User is a namgistered user who can be given default set of permissioreccess the
Internet through SEQRITE UTMr a particular time durationAfter the validity of Internet
access epires, the Guest user is not allowed @ocess Internet. You can also set to delete the
Guest user automatically

Note: The Guest User feature will be available only if you have purchased the SMS feature.

Enabling Guest User link on User Logon

1. Navigate toUser Management >User Settings The following screen will be displayed.

— &N Searit 2
= Vg3 Lnified Threat Management (UTM) © £°Rad

€ Dashboard )
User Settings

@ Definitions > User Management / User Settings

@ Policy
Guest User Link

% Network
@ Enabled () Disabled

Users Password Strength

Groups @ strong O Weak Passwort d Strength

Authentication Server *
& system

@ Logs&Reports

@ Support

2. In the Guest User link sectionnable the Guest User Link option to enable guest user
registration on theSeqrite UTMJser logon screen

3. Select Guest Parent Group. The Guest uieas are created through the linkare added
under the selected group.

4. dickSave

Setting the password strength
1. Navigate toUser Management > User Settings
2. Select the desired password strength, whether Strong or Weak. If you select Strong,

whenyou create a new userSeqrite UTMequires a password that is at least 8 characters
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in length.
3. ClickSave

Authentication Servers

Authentication server is a server that provides authentication services to users or other systems
via retworking.You can register the authentication servers such as LDAP or Active Directory for
various groups and users in your network with t8eqriteUTM You can also configure the
synchronization cycle f@eqriteUTMto synchronize with the Authentication servers.

You can perform the following functions under this feature:
A Add /Edit authentication servers.
A Delete authentication servers.

A Synchroniz&eqriteUTMwith the registered servers.

Adding a new server

1. Navigate toUser Management> Authentication Servers A list of the registered servers is
displayed with details of the IP address, Port, Type, Base DN, and the status.

2. ClickAdd. The server details form is displayed.

eqgrite
7 Unified Threat Management (UTM)

Servers

List of imported Users/Groups a +

[ user/Group Distinguished Name

B Cancel

3. Enter theName of the server in the form and enter the other details in the following fields
as required. The table below explains the fields on the page:

Field Description

Authentication type | Use this to specifthe type of the Authentication server,
whether LDAP, or Active Directory.

141



User Management

4,
5.

Field Description
Note: If LDAP is selected then Anonymous Login optior]
displayed.
IP address Enterthe IP address of the new authentication server.
Port Enterthe port number for accessing therser.
Base DN Enterthe Base Distinguished Name. The Base

Distinguished Name is the starting point of the LDAP trg
from where users or groups are to be searched. Note th
the base DN must be specified by the full distinguished
name in LDAP notatioffra example,
ou=internet,dc=example,dc=com)

Bind DN Enterthe Bind Distinguished Name used to authenticate
the LDAP server (usually LDAP administrator), Bind DN
should be in the format
(CN=administrator,OU=accounts,DC=example,DC=con

Bind Password Enterthe Bind Password that th®&eqrite UTMuill use for
synchronizing with the Authentication servers.

In the list of imported users/Groups add/remove any users or groups as required.

ClickTest Settingsafter you have entered all the details. TBegrite UTMries to connect
to the registered Authentication servers and returns a successful message. Before you save
the Authentication server details, you can import or delete groups of users.

Note: If the authentication server status if OFF then import doesvnoik.
ClickSave

All the authentication servers added are displayed in the Authentication Servers list. A
summary of Name, IP Address, Port, Type, Base DN, and status is displayed.

If the status is ON then that authentication server is enabled and alaifab
authentication. If status is OFF then that authentication server is disabled and not available
for authentication.

Importing/Deleting users from configured Authentication Servers

1.

Navigate toUser Management> Authentication Server> ServersA listof the registered
servers is displayed with details of the IP address, Port, Type, Base DN, and the status.

If no servers are visible, cliéddd on the upper right side to add a server. A server details
form is displayed.

Enter the name of the server indéhform and enter the other details in the following fields
as required.
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4. In the List of imported Users/Groups, clibkport. Seqgrite UTMthen connects to the
configured authentication server and displays a list of the users and gr¥opscan use the
TestSettings option to check if you can connect to the server.

5. Carry out the following action as required:

i. To import groups into th&eqrite UTMselect the groups and clitkport. Details of the
groups along with the users are imported ireqrite UTM

ii. To cklete the groups, select groups and clidklete. The selected groups are deleted
from Seqrite UTM

Deleting Authentication servers

1. Navigate toUser Management Authentication ServersA list of registered authentication
servers is displayed with detad$ the IP address, Port, Type, Base DN, and the status.

2. Select a server that you want to delete and click Delete icon. You get a confirmation
prompt before theSeqrite UTMleletes the server from the list.

3. If you want the users associated with the semto be deleted, select the users and click
Delete. The users associated with the authentication server are also deleted along with the
server.

Synchronizing Seqrite UTM with the Authentication servers

You can synchronize th®8eqgrite UTMuser list with tte Authentication server to obtain the
latest user list from the registered servers.

1. Navigate toUser Management > Authentication Servers> Advanced A list of the
registered servers is displayed wikinchronization schedule

2. Select a server that you wamb synchronize with theSegrite UTMand clickthe Update
Now icon. TheSeqrite UTMuser list is synchronized with the server user list.

Scheduling synchronization of Seqrite UTM with Authentication
servers

1. Navigate toUser Management >Authentication Severs > Advanced A list of the
associated authentication servers is displayed.

2. Select theServer Select a server that you want to synchronize with 8egrite UTM The
Schedule Synchronization dialog box is displayed. Configure the synchronizatiboutay,
and minute options.

Note: To enable synchronization automatically on login, select the Sync on login option.
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= '0:\ Segrite

'@+ Unified Threat Management (UTM)
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[ Defnitions > Home / User Management { Authentication Server / Advanced
Gt Policy
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. Metwark
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@ Firewall
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' Resst
- Advanced
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3. ClickSave TheSeqgrite UTMuser list will be synchronized with the server user list at the
configured time.
Note: To synchronize immeately, click théUpdate Nowicon (highlighted in red box).

The Seqrite UTMuser list is synchronized with the server user list.
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Configuring the d ate and time

You can set the appliance date and time accordingdifferent geographical regions or
synchronize with an NTP server.

1. Navigate toSystem>Date & Time

= 'o:‘ Seqrite

— '@’ Unified Threat Management (UTM)

G} Dashboard .
Date & Time
B Definitions Horme / Adeinistration / Date & Time
4t Policy
Set Date & Time
L Network
- 20170622 190210
@ Firewal
Configure
& ven > @  Manual O Synchronise with NTP Server
F— Daen Time:
sty 20170622 18:02:10
[E] User Management
& system
Dste & Time Set time zone
Administrator e
Asia/Kolkata -
Captive Portal
Notificati
Format
Factory Reset
Bate Format TimeFama T
Backup Restore yyyy-mm-dd h HH:mm:ss h Monday -
Certii
-~
Offline Mode
Firmware Upgrad
Updates
B Logs&Raports
@ support

2. The following table explains the fields on the page, configure as required.

Date Displays the current Date of the appliance.
Time Displays the current system time of the appliance.
Configure Manual : Select the date and time from the dropdown.
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Synchronize with NTP server : Select this option to
synchronize the appliance time automatically with an NTP
server. Sync time using predefined NTP servers like
asia.pool.ntp.org or in.pool.ntp.sorg or add new NTP server.

Sync Now : Click this button to sync appliance clock with
the listed NTP servers.

The date and time will be synchronized with the NTP server
having least time difference.

Time Zone Select the time zone according to the geographical region
in which the appliance
is deployed.

Format Set the Date, Time format and set the first day of the week.

3. Click Save.

Setting the time zone and format

1. Navigate taSystem>Date & Time
2. Select the appropriate ti@zone and date format from the respective drdpwn lists.
3. ClickSave

Note: Changed Date & Time will not be reflected in the previously created reports hence there
could be inconsistency in the reports.

Administrator

The Administration page on the Seqrite UTM provides you the options for adding
admin profiles, managing admin settings and SMTP settings. The Admin page lets you
control appliance access over http or https ports, specify the maximum number of

login attempts and specify the password strength f or the administrator profiles.

Admin Settings

1. Navigate to System > Administrators > Users. The Admin page is displayed
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2. The following table displayed the available options, configure as required.

Option Description

Http Allows &cess over WAN on the specified ports and protocol
Https Allows access over WAN on the specified ports and protocol
Maximum Allows you to specify the maximum number of login attem
invalid after which the accounis locked out.

attempts

Session  Tim¢ Allows you to specify the session time out parameter.

out
Password Allows you to specify the password strength, whether weak
strength strong.

3. ClickSave.

Adding Administrators
2. Logonto Seqrite UTMas Super Admin.
3. Navigte to System> Administratas > Users The Admin settings page is displayed.

147



System

Click+(Add) inthe Administrator List. The Add Administrator page is displayed.
Enter the user name and real name.
Enter the password for the new administrator. Confirm the passl.

N o g A

Select the type of admin profile to apply, whethé&dministrator with full rights or Readnly
access.

8. Set the status, whether enabled or disabled.
9. Enter the email address, contact number and comments if any.
10. ClickSave.

Deleting / logging out admi nistrators
1. Logon to Seqrite UTM as Supemin.

2. Navigateto System> Administrabrs > Admin SettingsThelist of Administrators is displayed.

= (°a\ Seqiite
@7 Unified Threat Management (UTM)

eeeeeee

3. Select the admin user that you want to delete / log out, chelete/Log outas required.The
selected adminisator is logged out forcefully.

Admin Profiles

This section allows to manage web Admin profiles. It provides definition of the rights Admin user
can have. You can create, edit and delete Admin profiles using this section. Thetlerese
predefined Admin profiles:

Super Admin This user type has full access to the portal and can make any changes in the System.
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Administrator: This user type has full access to the portal except System Setting.

Readonly: This user type can only viewesything in the web portal without being able to make
any changes in the system like create, edit or delete.

Creating/Modifying Admin Profile
1. Logon toSeqrite UTMas a Super Admin
2. Navigate toSystem> Administratas > Admin Profile.

3. Click+(Add) to add anew Admin Profile. Th&dmin Profile pageéisplayed.To modify, select a
profile from the list and click the Edit button that appears.

'0:\ Seqrite

3 ‘
'@+ Unified Threat Management (UTM) @ £° &admin

Admin Profile

Profile information

Administrator This user type will have access of the full portal except System Setting.

18s20

@ sacurity : Dashboard

View only Modify

LLLLLL
Offiine Mode Logs & Reports
Firmware Upgrade

Updates

Logs & Reports

notification

@ support

Enter aProfile nameand descriptiorfor the profile.
5. Configure the access permissions as required for each moduleanaget the permissions
to View only or Modify.

View only accessallows user to only view the pages.

Read/Write access: Allows to make any changes in the system like create, edit or
delete.

6. ClickSave

Deleting Admin Profiles types
1. Log on toSeqrite UTMas a Super Admin
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2. Navigate toSystem> Administratas > Admin Profile.
3. Select the Admin profile that you want to delete, cli2&lete.

Note: Deleted Admin profiles will be changed to Ready user typePredefined Admin
profiles cannot be deleted.
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Captive Portal (Customizing the web portal)

This feature allows you to customize Seqrite UTM web portal. The screenshot in two

parts display the options that are customizable.

rite
ified Threat Management (UTM)

Customize Portal

Home 4 Systs

Page theme
Login pags

Thems 1

Theme Settings
@ color O Image

Primary background color
. #2da58a

Primary text color

HHH

Sacondary background color

#F2F2F2

Secondary text color

.#333333

Error Message
Primary background color

HHFH

Primary text color

.#EF’SF:{F

Secondary text

i
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Branding theme

Product Logo

Offline Mode

[J Logout user on page close

[ Display Need helptrauble signing in’ option,

B Display ‘Change password option, on user's landing page.

I Display ‘Download SSL Certificate’ option, on user's landing page

on user’s landing page.

coessful lagin attempts
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copyright ta user page.

Copyright @2017 QuickHeal Technologies Ltd

431250

Company Logo Favicon

Upload Image .

m

Customizing the web portal

1. Navigate toSystem > Captive Portal The following table describes the options on the page.

Field

Description

Page Theme

Select the login theme page for yoUlserlogin page from
the available themeéTheme 1 and Theme.2)

Theme settings

Using this option, adminisitor caneither setthe theme by
selecting the primarypackground coloand text secondary
backgroundcolor, primarytext color, error message texind
color or upload and image by selecting the Image opti
Administrator can change the settings for fie 1 and
Theme 2, save them, and use as required.

Custom settings

Administrator can customize the following options as
requirement.

Custom page title

Using this option administrator can set page title

Confirm is User
already logged in

Using ths option, administrator can allow a user multig
login and logouts with a confirmation message.

Login page information
message(Landing
Page)

This message displays on login page before user log®ir
example this can give an introduction about trsite.
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Field

Description

Logout user on pag
close

Administrator can log out a user if user closes a page.
will have to login again to acceSgqrite UTM

Display 'Change
password' option, on
user's landing page.

Administrator can display message asking user to obg
password on logon.

Session timeout

Using this option, you can set default idle session toué
for user in minutes.

Display 'Download SS§
Certificate' option, on
user's landing page.

Administrator can ask user to download SSL certificate
securitypurposes.

Display 'Neec
help/trouble signing in’
option, on user's
landing page.

Administrator can display help options that the user can
if user is facing difficulty in logging in , for example
display the support website or contact numbers.

Maximum unsuccessful
loginattempts

Maximum number of allowed attempts to logaiter which
error message is displayed.

Display Terms &
Gonditions link to user

page

Administrator can display the legal terms and conditions
using the websiteEnter the catent as required.

Show copyright to use
page.

Administrator can display the copyright notice, legal noticeg
for using the website.

Administrator can define the Copyright message that
appears.

4. Configure the options as required.

5. ClickSave Use theResetbutton if you want to reset the page.
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Branding
The branding feature lets you use your own custom logo on your user logon page. You
can upload your product lay company logo and favicon to suit your requirements.

The image file size should be less than or equal to 1 MB.

Notification s

Notifications from theSeqrite UTM informs you immediately about lakecurity relevant events
occurring at getaway level, by email or SMS. These events are categorized as error, warning and
information.

These notifications are for systegenerated events (as specified by administrator). Notifications
can be configured tanform about system alerts, hardware status, services status, security, usage
and update information.

Notification Medium

You can configur&eqrite UTMo receive notifications for different system eventeqrite UTM
supports the following two types of tifications:

9 Email Notification
T SMS Notification
1 Alerts

Email Notification (SMTP Settings

You can configur&eqrite UTMo send you notifications viamail for systerrgenerated events.
You can configure this using the email notification section. Before configuring the emalil
notifications ensure that you have configured SMTP settings.

The SMTP settings page helps in configuring the email account afithmistrator that will be
used for receiving email notifications.

Configuring email notifications

1. Navigateto System> Notification > Email settingS'heEmailsettingspageis displayed
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.0:‘ Seqrite

@ £ Badmi

%7 Unified Threat Management (UTM)

Dashboard

Email Settings

SMTP Settings

Notification ‘ E-mail Notifications

2. The following table describes the fields on pagenfigue as required

Field Description

Status Toggle and enable th&MTP status. Email notifications are not s
if status is disabled.

Server Address Enter SMTP server address. Server address can be a domain

or an IP address.

Server Port

Enter SMTP seer port number.

Encryption Type

Select Encryption Type from dralown list whether TLS or SSL

Email Address

This is the email address of Admin. All the email notifications wi
sent using this email address.

Note: This Email address is by defaulhitelisted for Mail
Protection.

Require If Require Authentication check box is selected, username

Authentication password will be required for SMTP server authentication.

User Name Enter the User Name. It should be valid email address. Userr
and mssword is required for SMTP server authentication.

Password Enter the passwordThis is the password of the email account tf

you have configured to receive email notification.

3. ClickApplyto savethe changes
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4. In the Email Notifications section, entdre e-mail addresses that need to be notified.

5. Enter the Device specific text. This can be a short description of the device from which
notifications are sent.

6. ClickSend Test MailA test mail is sent to the configured email addresses.

7. ClickApplyto sawe the configuration.

SMS notification settings

You can configur&eqrite UTMo send SMS or you can add SMS Gateways to send notification
SMS for systemgenerated events and guest user authentication. To confidgiegrite UTMto

send SMS notifications, follow the steps given below:

Note: To seSeqrite UTM& {a{ Il GSgle& FyR Syl ofS (Skdite{ a{
UTM you need to contact th&eqrite UTMSupport Team.

Adding SMS gateway

1. Navigate toSystem > Notifications SVIS SettingsThe SMS notifications configuration page is
displayed.

Remaining SMS Count:50

SMS Gateway List Q +

[J Name URL: Status

Administrators . SMS Notifications
Coptive Parta List of Mobile Numbers +

[J mobile Numbers

Factory Reset

Note: TheRemaining SM$&ount displays the total number of SMS notifications that can be
sent from theSeqrite UTMThese SMS count are displayed only for the Default SMS Gateway.

2. In the SMS Settings area, Click #{@&dd)icon to add the SMS Gateway.

3. Enter the name, URL, select the HTTP method, and if required enable logging of SMS Gateway

response.

4. In the Request Parameters section, clicKAdd)to add the SMS request parametetben
enter the parameters as required
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SMS Request Parameters X

SMS Gateway Example

To configure the SMS Gateway of xyz.com you need to enter the Reguest Parameters provided by your &#160;5MS Gateway Enter Keys & Values
Service Provider (xyz.com). The HTTP URL provided by SMS gateway service provider is as follows:
http:/fwww.xyz.com/sendsms&amp;username=xyz&amp;password=abc&amp;mbno=9192234567T8&amp;mseg=Test Message

Here the Request parameters will be: Parameter Key Value
Parameter Key Value [Description

username pryz View

password abe

mbno | _MOBILE_NUMBEA_ Parameter Key Value
mseg | _MESSAGE__ View

Note: You can use the following placeholders, that will be replaced on run time while sending the message.
Place Holder IMeaning

Add more Parameters

This place holder will be replaced by the message text while sending the SMS

| MESSAGE__ [The Message text may contain test SMS, notifications or guest user
[authentication. Cancel

|__COUNTRY_CODE__ [This place holder will be replaced by Country code while sending SMS.

|__MOBILE_NUMBER__ [This place holder will be replaced by mobile number while sending SMS.

| COUNTRY_CODE_MOBILE_NUMBER_ [This place holder will be replaced by Country code and mobile number to
represent receiver of the SMS.

Note: The parameters are provided by your Service Provider to configure the SMS Gateway.
You can use the following placeholders that will be replaced on run time while sending

the messageTo configure third partygMS Gateway i8eqrite UTMthe following 2 placeholders
are required and must be added under the Request Parameter._ MOBILE_NUMBER__ and
__ MESSAGE__.

5. ClickAddand then, tick Apply.

6. ClickTest SM3utton, to send a test message to check if the SMS gatasvaonfigured.

7. ClickSave

Edit SMS Gateway

1. Navigate toSystem > Notifications SMS SettingsThe SMS notifications configuration page is
displayed

2. In the SMS Gateway Settings section dickhe SMS gateway name
The SMS Gateway edit page is dispthy

3. Make the required changes and cliskve

Enabling SMS Notifications

1. Navigate toSystem >Notifications>SMS Settingsin the SMS Notifications area, toggle the
SMS Notifications switch to enable SMS notifications.
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2. Click+ (Add)to add mobile numbers.

Mobile Numbers

Country Code *

Mabile Mumber *

3. Enter the Country code and the mobile number.

4. ClickSave The mobile number is added to the list of mobile numbers to whom the SMS
notifications will be sent.

Configuring Alert notifications

You can configure which tification type, either email or SMS should be sent on an event or alert
related to system, hardware status, services status, security, usage and update information.

1. Navigate toSystem> Notifications > Alerts. TheAlertsconfiguration page is displayed.

— e Segrite 2

al =ed n
= '857 Unified Threat Management (UTM) ® L8
4 Dashboard

Alerts
@ Dpefinitions > & Home / System / Natification / Aleris
@ Policy Alerts
& Network
Hardware Status

& Firewall >

VPN 3 Service Status
) security >

Security and Usage

R User Management
Update Information

@ system v
X Reset Defaults = ECl
Date & Time
Administrators >
Captive Portal

Notifications
%--Ema\l Settings
;--sms Settings
Lo Alerts

Factory Reset
Backup Restore
Certificate
License

Offline Mode
Firmware Upgrade

Updates
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2. Click on the tabs to expand and view the events. Select Email or SMS notification type for
respective eventsThe different notification types are explained below:

Alerts: These areSeqrite UTMalerts or critical situations for which an administrator gets
notifications. For e.g. If administrator has configureemail and SMS notifications for
‘Antivirusprotection is out of date', then administration will receiverail and SMS when the
antivirus protection has expired.

Hardware Status Administrator receives notifications for hardware statu$. CPU usage
reaches 90%, a notification is selitdisk usage reaches 85%, notification is sent.

Service Statusif crucial services stops their execution, which hampers security of the network
then administrator gets notification. Service are mainly HTTP proxy service, content filtering
service, antivirus service, IPS service and mail protection service.

Security and Usagdf the security of the network is hampered or of the Internet usage is
greater than the set value, administrator gets notification. These are mawtyl tnternet
usagetotal viruses blockedotal Intrusionspreventedand Mail protection statistics

Update information: Notifications related to IPS, Antivirus aseqrite UTMproduct update
are sent.

3. You can click oBxpand Allink to view events under all tabs.
4. After selecting the notification type, clidave

5. You can also click theeset Defaulllink to set the notification configuration as per default
setting.

Factory reset

With the factory reset, theSeqrite UTMcan be rolled back to the original state in which it was
shipped. You have an option to reset the interface and also remove the registration. If you choose
to select Factory Reset, 8eqgriteUTMSettings, User Defined Settings, and reports will be lost.

1. Navigate toSystem> Factory ResetThe Factory reset screen is displayed.

'0:‘ Seqrite

'®a” Unified Threat Management (UTM)

Dashboard

g !

Factory Reset

Definition:
@ Policy
This will reset the device to default settings, which ingludes
¥ Network
@ Firewall
& wen
T Security

B User Management

& system

Date & Time

2. Select the option to reset Interface of you want to reset the Interface settings. This will cause
the loss of allP address, gateway, and will reset to default IP address.
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3. If you want to preserve the ethO settings even if a reset is performed, place a check mark
against the optiorDo not reset ethO.

4. Selectthe Remove Registration option ybu want to remove the regisation. You need to
registerSeqrite UTMagain in order to use.it

5. ClickFactoryReset The Seqgrite UTM appliance is reset to factory defaults and will have to be
configured again.

Backup and Restore

SeqriteUTMallows to take backup of the settings, configuration and data which can help in case
the Seqrite UTMcrashes or if you want to revert to the previous settings. You can take backup of
Seqrite UTMdefault settings, user definedettings, and user database settings and stores it to
reuse in case of any technical emergency.
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Creating a new backup

1.

Navigate taSystem> Backupand Restore The Backupnd Restoresettings page is displayed.

2. ClickCreate a new backup

If you want toexclude certificates/emails from being backed up select the corresponding
option. Add comments if any that are required.

Click Backup Now The data is backed up and displayed in the list of Backwiys the
timestamp and version number

Scheduling Automatic Backup

This feature allows you to schedule tiseqrite UTMto take automatic backup of the system
configurations on a scheduled time. This backup is stored on device and can be used to restore the
system configurations whenever required.

Note: Automatc Backup does not contain reports and other data of the system.

1.

Navigate taSystem > Backup Restare

2. In the Schedule backup section, select the frequency of backups, date and the Backup time.
3.
4. ClickSave.

To exclude the backup of certificates and emails, select @reesponding options.
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