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Overview of Rewards Program 
Quick Heal believes in honoring and appreciating all contributions and efforts that helps us to keep our 
users safe. As called out in the Vulnerability Disclosure Policy, Finder(s) may be rewarded at the sole 
discretion of the Company, once the vulnerability is reasonably proven and validated. 
 

Scope of the Program 
The following sections provide more details on the scope, focus areas, guidelines and the rewards for this 
program. 
 
Quick Heal Products covered under the reward program 
The list of Quick Heal products part of this reward program along with the download URL are listed 
below:  

 
o Quick Heal Total Security (Windows, MAC) – Free Trial and Registered product 

 http://www.quickheal.co.in/quick-heal-product-installer (for Registered copy). 
 http://www.quickheal.co.in/download-free-antivirus (for Free Trial copy) 

 
o Quick Heal Total Security for Android (Mobile) – Registered  

 http://www.quickheal.co.in/home-users/quick-heal-total-security-for-android 
 

o Quick Heal Mobile Security – Free Trial 
 http://www.quickheal.co.in/home-users/quick-heal-mobile-security 

 
o Fonetastic Free and Pro – Free Trial and Registered product 

 http://www.quickheal.co.in/home-users/quick-heal-fonetastic-free 
 http://www.quickheal.co.in/home-users/quick-heal-fonetastic-pro 

 
o Seqrite Endpoint Security Enterprise Suite 

 http://www.seqrite.com/seqrite-enterprise-suite 
 

o Seqrite Endpoint Security Total 
 http://www.seqrite.com/seqrite-endpoint-security-total 

 
o Seqrite Cloud 

 http://www.seqrite.com/seqrite-cloud 
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Target Areas 
The list of target areas for reporting security vulnerabilities are detailed below: 

o As part of this rewards program, the target products are limited to Quick Heal Products 
listed in the above section. 

o Remote code execution. 
o Local privilege escalation. 
o Self-Protection bypass (from user-mode only). 

 
Out of Scope: 

• Any server/back-end (infrastructure) testing including Quick Heal website, web pages/blogs 
maintained by Quick Heal are deemed out of scope of this program. 

• Any testing or target areas other than listed in the “Scope of the Program” section. For e.g.: 
o Functional defects including User Interface (UI) issues. The same can be submitted 

through the below link: http://www.quickheal.co.in/quick-heal-support-center/ 
o Network level Denial of Service (DoS/DDoS) vulnerabilities. 
o Any attacks targeted using social engineering techniques (e.g. phishing, vishing) are 

strictly prohibited. 
 
Legal Guidelines: 

• The rewards program is governed by the terms and conditions detailed in Quick Heal’s 
Vulnerability Disclosure Policy. Kindly, go through the complete policy before submitting your 
vulnerability report.  

• Finder shall maintain the confidentiality of relevant vulnerability report and shall not disclose this 
information anywhere without prior written consent by the Company. 

• Decision of Quick Heal regarding the reports related to Vulnerability, its acceptance and reward 
recognition shall be final and binding on all the Parties. 

• Quick Heal solely reserves the right to amend and/or update this program at its own discretion 
without any prior intimation or notice. 

 
Submission Guidelines: 

• To qualify for the rewards program, all vulnerability reports/submission must be sent to 
secure@quickheal.com accompanied by all the required information as detailed in the 
Vulnerability Disclosure Policy. For any additional information Quick Heal will collaborate with 
the Finder(s). 

• Any deviations from the listed guidelines will invalidate the submission and will automatically be 
not considered for the reward. 

• We expect you to abide by responsible disclosure guidelines and be respectful, ethical and helpful 
in all communication. Offensive comments, abusive or threatening language, deliberate 
intimidation or making unjustified accusations would be considered unacceptable and invalidate 
your report. 

• Some of the reported vulnerabilities typically, have low security impact. These kind of more 
commonly reproducible and reported issues would not be eligible for rewards. Some typical 
examples include but not limited to: 

o Clickjacking and issues only exploitable through clickjacking. 
o Injecting exploitable code in RSS feeds. 

Moreover, refer to the areas considered Out of Scope for this rewards program. 
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Rewards Criteria: 
1. Your submitted report is in-line with the then current submission guidelines. 
2. You will qualify for a reward if you report at the first instance, a previously unknown issue and the 

issue results in a code change as part of the fix. 
3. In the event of any duplicate reports, the first person to submit the report on the issue would be 

entitled for the reward. Quick Heal determines duplicates and may not share details on the other 
reports.  

4. To qualify for the reward, submissions must clearly call out the Security impact of the reported 
vulnerability and must substantiate it with all supporting data and evidences in a meaningful way. 
The Finder(s) are likely to be asked to defend the impact in order to qualify for a reward. 

5. In case any additional information is requested and which is not provided by you within 15 days 
of the communication, your report will not be considered for the reward program. 

6. The reward amount is based on various factors, including but not limited to business impact, 
severity/criticality of the issue, ease of exploitation, and quality of the report. Low impact or low 
severity issues will not qualify for the rewards. 

7. Any vulnerability resulting due to the underlying Operating System, browsers not patched or up-
to-date will not be considered. 

8. We verify that rewards are permitted by applicable laws including and not limited to any economic 
restrictions. 

 
Rewards: 

1. The rewards range would vary from INR 3,000 to 35,000 based on the defined criteria, which shall 
be decided by Quick Heal at its sole discretion.  

2. All amounts/rewards payable under this policy to the eligible Finder(s) will be exclusive (i.e. net) 
of all applicable taxes and duties. Quick Heal will deduct applicable tax at source (Withholding 
Tax) at the time of payment to eligible Finder(s) at the rates specified in the Income Tax Laws 
prevailing in India and/or the appropriate Double Taxation Avoidance Agreement, as applicable. 

3. Quick Heal would get in touch with you if your submitted report has qualified for the reward. 
4. Kindly note that, your participation in the Program is on voluntary basis and the rewards to be 

given under this Program shall be treated as a Privilege and not as a Right. This Reward Program 
shall be governed by the Company at its sole discretion, and subject to revocation (partly or fully) 
without prior intimation or notice and without any liability for the same.  
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